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1. OBIIASI XAPAKTEPUCTUKA JUCHHUANJINHBI OCHOBBI THOOPMAIIMOHHON
BE3OITACHOCTH

1.1.AHHOTAIMS COAEPKAHMUS AUCITUNIMHBI

JuctummHa «OcHOBBI HHGOPMAIIMOHHONW 0€30TaCHOCTHY SBIIACTCS JUCITUTUIMHON 0a30BOM YacTh
yuebHoro miuaHa. CoJep)kaHne TUCHUIIIMHBI OXBaThIBAE€T KPYI BOIPOCOB, HAPABJIECHHBIX HA U3YUECHHE
MH()OPMAIIMOHHBIX TEXHOJIOTUHN I aHaIu3a WH(POPMAUU U MOIJACPKKU MPUHATHS YIIPABICHYECKUX
pemeHI/Iﬁ, TCXHOJIOTUH 3alIIUTHI I/IH(i)OpMaIII/II/I, Web-TeXHOHOFI/II/I, TCXHOJIOT'NHU praBJ'ICHI/ISI HpOGKTaMI/I
1 paboTHI CO CTIENMATU3UPOBAHHBIM MPUKIIATHBIM TPOTPAMMHBIM 00ECTIEYeHUEM MIPH BEICHUU YIPaB-
JIEHYECKOH OESITEIILHOCTH.

JlucuuIinHa 3aHUMAaeT BaXKHOE MECTO B CTPYKTYpe 00pa30oBaHUS U MOATOTOBKH OYIyIIUX CIHEIU-
aJTMCTOB SKOHOMUYECKON Oe3omacHOCTH. TeopeTnueckol OCHOBOM JUCITUILUIMHBI SBJISIOTCS OCHOBHBIE
MOJIOKCHHUST JTUCITUIUIMH MaTeMAaTHKU ¥ WHPOpPMATHKH B 0O0beMax 0a30BBIX KypcoB. B pamkax kypca
MPUMEHSIFOTCS] TAKKE METOJIbI MPEeNoAaBaHus Kak MpoOJIeMHBIE JEKINH ¢ UCTIOIh30BaHHEM HH(OpMa-
IIMOHHOI'O ITIOMCKA B CCTHU HHTepHCT, aHaJIn3 KOHerTHBIX CHTyaHHﬁ. 21.]'[5[ yCHCIHHOFO OCBOCHUA Kypca
CTyJIEHTaM PEKOMEHIYETCSl 03HAKOMUTHCS C COZIEP>KAaHUEM CTaTel B HAYUHBIX KypHaJlaX, OTYETAMU O
Hay4HO-MCCJIEI0BATEIbCKON paboTe, calTaMy HayYHBIX OpraHM3anuii B cetu MHTEepHeTe, 3JIeKTPOH-
HBIM KaTaJoroM AUCCEPTAIHi, aBTopedepaTaMu JUCCEPTAILHI, MaTepraIaMi HaydHBIX KOH(PEPEHITUH.

1.2. SI3pIk peasu3anMu NPOrpamMMBbl - PyCCKUI

1.3. Ilnanupyemble pe3yJbTaThl 00y4eHUs MO AUCHUILINHE

V3yueHne TUCIUTUTMHBI HATIPABJICHO Ha OCBOCHHE CTYICHTAMH CIICTYIONINX KOMITeTCHIIHNA:
- CIIOCOOHOCTH paboTaTh C PAa3NIUYHBIMM MH()OPMALIMOHHBIMU PECYpCaMU M TEXHOJOTHSIMHM, MPHME-
HSITh OCHOBHBIC METOJbI, CITOCOOBI M CPEJCTBA MOJIYYCHHS, XPAaHCHHUS, TIOUCKA, CUCTEMAaTU3aIluH, 00-
pabotku u nepenaun uHpopmanun (OK-12).
- CIIOCOOHOCTh OCYIIECTBIISATH COOp, aHaIN3, CUCTEMATH3AIMIO0, OICHKY U WHTEPIPETAIMIO JTaHHBIX,
HEOOXOIMMBIX IS perieHus mpodeccroHa bubix 3a1a4 (ITK-28);
- CHOCOOHOCTh MPOBOJUTH aHAJIN3 BO3MOKHBIX 9KOHOMUYECKHX PUCKOB U J1aBaTh UM OLIEHKY, COCTaB-
JSTh U 00OCHOBBIBATh MTPOTHO3BI JMHAMUKHU Pa3BUTHUSI OCHOBHBIX YIPO3 SKOHOMUYECKOH 0€30MacHOCTH
(TIK-32);
- CIIOCOOHOCTh aHAJIU3UPOBATh AMIMPUYECKYIO M HAYYHYI0 HMH()OPMAIUIO, OTCYCCTBEHHBIH M 3apy-
OEKHBIN OMBIT IO MpobIeMaM oOecreYeHus SKoHoMuYeckoi oezomacuoctu (ITK-45);
- CIIOCOOHOCTBH HCCIIEIOBaTh YCJIOBUS (PYHKIMOHUPOBAHHS SKOHOMHUYECKHMX CHCTEM U OOBEKTOB,
dhopmynupoBaTh MpoOIeMbl, 000CHOBBIBATh aKTyaJbHOCTh M MPAKTUYECKYIO 3HAYUMOCTh pa3padaThi-
BAaEMBIX MEPOTPHUATHIA MO 00ECIIEYEHUIO0 YKOHOMHYECKON O€30MacHOCTH, METOJIOB M CPEJCTB aHAIN3a
HKOHOMHUECKOM 0€30MacHOCTH OpraHu3aluii, oneHuBaTh ux 3¢ pexrusHocts (ITK-46);
- CIIOCOOHOCTPH MPOBOJNTH CIEIHAIBHBIC HCCICTOBAHUS B IIEJSX OMPEACIICHIS TIOTCHIIMAIBHBIX U pe-
aJIbHBIX YTPO3 IKOHOMHUYECKoW OezomacHocTH opranu3zanun (I1K-48);
- CIIOCOOHOCTH TOTOBUTH OTUETHI, CIIPABKU U JOKJIAIBI IO PE3y/IbTaTaM BBITOJHEHHBIX UCCIICIOBaHUI
(I1K-49);

Lenu u3yyeHus TUCIIMILTHHBI:

e (dopMHpPOBaHUE Y CTYACHTOB METOIMYECKH MPABWIBHBIX OCHOB 3HaHUI B cdepe nHpop-
MaI[HOHHOI 0€30IMacHOCTH;

® 03HAKOMJICHHE CTY/IEHTOB C HOPMATHBHOM, 3aKOHOAATENbHOM 0a30i Mo MH(pOpPMAIIOHHON
0e30MmacHOCTH;

° O3HAKOMJICHUC CTYACHTOB C COBPCMCHHBIMHU METOJaMU, CPCACTBAMU U CUCTCMaMHU OGCCHG-
yeHus1 HH)OPMAITMOHHOW 0€30MacHOCTH;

® PAa3BUTUC HABBIKOB NPHUMCHCHHA CPCACTB 3allUThI PIH(bOpMaHI/H/I IIpru HCIIOJIB30BAHWU HH-
(hOopMalMOHHBIX TEXHOJIOTHH;



e oOyueHue MeroaaMm paboThl CO BCTPOSHHBIMU MEXaHM3MaMM 0€30MacHOCTU MOMYJISPHBIX
MPOTPAMMHBIX TAKETOB;

B PE3YIbTATC OCBOCHUA JUCHHUIIIMHBI CTYACHT OOJIKCH:

3HATD:

OCHOBHBIC YTPO3bI OE30MACHOCTH IPH UCTIONB30BAaHIH HH()OPMAIIMOHHBIX TEXHOJIOTHI;
MephI OTBETCTBEHHOCTH 3a HapylieHHEe HH)OPMAIIMOHHOW O0€3011aCHOCTH;

HA3HAYEHUE Pa3NIUYHBIX CPEJICTB U CHCTEM 3aIUTHI UHPOPMAIIUY;

cpencTBa 0€30MaCHOCTH COBPEMEHHBIX OMEPAIlMOHHBIX CUCTEM;

CrocoObI 3alUThl HHPOPMAIIUH.

OCHOBBI KPHTITOTpaUICCKUX MEP 3aIIUTHI HH)OPMAIINH;

OpraHU3aI[MOHHBIC MEPHI 10 3aIIUTE UHPOPMAITUH.

YMmertn:

OTIpeIeTISITh OCHOBHBIC YTPO3bl 0€30MaCHOCTH MPH UCIIOJIb30BaHUU HH(HOPMAITHOHHBIX TEXHOJIO-
THi;

MPOU3BOUTH MOHUTOPUHT 0€30MaCHOCTH MH(POPMAIIMOHHBIX CUCTEM;

MIPUMEHUTH TTOJTYYCHHBIC 3HAHUS B MPOIIECCE TATbHEHUIIIEr0 00yIeHUs U CBOEH MPpodecCHOHab-
HOM IeSITeTbHOCTH.

Biajers (IeMOHCTPHPOBATH HABBIKH U ONBIT IeATEILHOCTH):

HaBBIKAMU BBIBIICHHS HApYIICHU HHPOPMAIIMOHHOM 0€3011acHOCTH;

HaBbIKaMU pa6OTI>I CO BCTPOCHHBIMU CPCACTBAMHA 0€e30I1aCHOCTH OIICpallMOHHBLIX CUCTEM U O(l)I/IC-
HOTO TIPOTPAMMHOTO 00ECIICUCHUS;

HaBBIKaMH 0€301aCHOM pabOTHI B TJIOOATBHBIX M JIOKAJIBHBIX HHPOPMAIIMOHHBIX CETSIX.

1.4. O0beM TUCHUILIHHBI

Ounas popma 0OydeHus

Pacnpenesienue
o0beMa AUCHHU-

N O0BbeM TUCHHUILIMHBI UIHHBL 10 Com

n/ Buabl yueoHoii padoThl MecTpam (uac.)

1 B T.4. KOH-

Bcero
uacoB TaKTHAas pa- 4
oora (uyac.)*®

1. | AyaIuTOpHBIE 3aHATHUSA 34 34 34

2. | Jlexuuu 17 17 17

3. | Ilpaktuueckue 3aHATUA 17 17 17

4, | JlabopaTopHbie paOOThI

5 CaMocTosTeabpHas pa60Ta CTYACHTOB, BKIIIO- 70 51 70

" | yast Bce BUIBI TEKYIIICH aTTECTAIUH !

6. | IIpomexxyTouyHas arrectanus 3 (4) 0,25 3 (4)
OO6muit 00beM 1o yueOHOMY TUIaHy, Yyac. 108 39,35 108
OOmwii 00beM 10 y4eOHOMY ILJIaHY, 3.€. 3 3

3aounas popma 00ydeHHS

e Pacnpenesienune

n/ Buasbl yue6Hoii padoTbI O0BbeM TUCHUILINHBI 00T,eMa uCIH-

TUTUHBI 110 ce-
MecTpam (4ac.)

4



B T.4. KOH-
Bcero
4acoB TaKTHAas pa- 4
oora (uyac.)*
1. | AynuTOpHBIE 3aHATUSA 10 10 10
2. | JIeknuu 4 4 4
3. | Ilpaktnueckue 3aHATUSA 6 6 6
4. | JlabopaTopHbie pabOThI
C 0 -
5. aMOCTOATENbHAS PAOOTa CTYACHTOB, BKIIIO 94 15 94
Jasi BCC BUJIBI TEKYIICH aTTECTAIUU
6. | [IpomexxyTOouHast aTTeCTalUs 34) 0,25 34)
OOuwmii 00beM 1o yyeOHOMY IIJIaHy, Yac. 108 11,75 108
OOmuit 00beM 10 yueOHOMY TUIaHY, 3.€. 3 3
3aouHas (yckopeHHas) popma o0yyeHHs
Pacnpenesienue
o0beMa AuCIHU-
N O0beM TUCHUILIMHBI UIHHBL II0 Con
n/ Bunbi yueGHoii padoThI MecTpam (4ac.)
n B T.4. KOH-
Bcero
4aCoB TaKTHas pa- 2
oora (uyac.)*®
1. | AynuTopHbI€ 3aHATUS 8 8 8
2. | Jleknuu 4 4 4
3. | IIpakTuueckue 3aHATHA 4 4 4
4. | JlabopaTopHbie pabOThI
5 CamocTtosTenbpHast paboTa CTYyI€HTOB, BKITIO- 96 19 96
" | yas Bce BUJIBI TEKYIEH aTTECTALUH '
6. | [IpomexxyTOoUHas aTTeCTalUs 34) 0,25 34)
7. | O6muit 06beM 1o yueOHOMY IJIaHY, Yac. 108 9,45 108
8. | O0muit 00beM 10 y4eOHOMY TUIAHY, 3.€. 3 3

*KoHTakTHas paboTa COCTaBJISIET:
B 11/11 2,3,4 - KOJMMYECTBO YacOB, paBHOE 00BEMY COOTBETCTBYIOIIETO BH/a 3aHITHI;

B II.5 — KOJIMYECTBO YacoB, paBHOE CyMMe 00beMa BPEMEHH, BBIJIEIIEHHOTIO IPENOAaBaTeNI0 Ha KOHCY/IBTAlUU B
rpynme (15% ot o0bema ayTUTOpPHBIX 3aHATHIH) 1 00beMa BPEMEHH, BBIJEICHHOTO NTPENOAaBaTeII0 Ha PYKOBOJCTBO KypCo-
BOH pabOTON/TIPOEKTOM OJTHOTO CTYJEHTA, €CJIM OHA IPEeyCMOTPEHA.

B I1.6 — KOJIMYECTBO YacOB, paBHOE CyMMe 00beMa BPEMEHH, BBIICICHHOTO IIPETIOIaBaTeII0 Ha IPOBEICHUE COOT-
BETCTBYIOLIETO BUJIa IPOMEKYTOYHOM aTTECTAIIMU OJTHOIO CTYICHTA U 00beMa BPEMEHH, BBIJICIICHHOTO B paMKaX THCIIH-

IUTMHBI HAa PyKOBOJCTBO MIPOEKTOM 10 MOIYIIIO (€CIIH OH MPEIyCMOTPEH) OTHOTO CTYACHTA.

2. COAEPKAHUE JUCIHUIIJIMHBI

Kon
Pa3nen, Tema
paszaeJia, * Copnepxanue
AUCHMILINHBI
TeMbI
Onpenenenue MoHATHS “‘UHPOpMaloHHas Oe3omacHOCcTh . WH-
(dopmannoHHas 0€30IacCHOCTh Kak oTpacib. Poib u MecTo uHpOp-
MaIMOHHON 0€30MacHOCTH B NPO(ECCUOHATIBHON ESTEIbHOCTH.
P1 Beenenue CoBpeMEHHOE COCTOSHUE W MEPCIEKTUBBI WHPOPMAIIMOHHON 0e3-
onacHocTH. ['ocynapcTBeHHoe perynupoBanue B chepe Ub. Mex-
JlyHapOJHble HOPMBI U cTaHaptel no 1b.




Kon
pa3zniena,
TEMbI

Pasznen, Tema
TUCHUIIINHBI*

Conepxxkanue

P2

Bugger yrpo3z Ub

Knaccudukamms yrpos unpopmanuy 1 HHGOPMAITMOHHEIM TEXHO-
norusiM. CyOobektel UB. YTpo3sl MOCTYNMHOCTH, LEIOCTHOCTH W
KoH(puIeHMaibHocTH uHpopManuu. Kareropuu arak Ha uH)Op-
ManoHHbIe cucTeMbl. ClieHapuil TUIOBOW aTaku Ha HH(OpMAIIH-
OHHYIO cucteMy. JIoKallbHbIE aTaku. YJJaJeHHbIE aTaku. ATaku Ha
IOTOK JIJaHHBIX. ATaKU Ha N0Jb30BaTEIIs (COLMaIbHAsL MHKEHEPUs]).

P3

bezonacHocTs npo-
rpaMMHOTO obecrtie-
YeHUS

CpenctBa 3amuThl WHGOPMAIMM W OOECTICUCHHsT OE30IMacHOCTH
MH()OPMAIIMOHHBIX TeXHOJOTHH. OnpeneneHne MOHATHS «YSI3BU-
MOCTh TIporpamMMHOro obecredeHus». O030p METOAMK TECTHPOBA-
HUS W BBISBJICHUA y5{3BI/IMOCTeI\/’I. OpI‘aHI/BaIH/IOHHBIC MEpBI 110
obecrieyeHno 6€30MacHOCTH HCIOJIb30BaHUSI TIPOrPaMMHOTO obec-
TICUYCHU. MCpBI 3alUTBl U NOATBECPKACHUA ABTOPCKUX IIpaB Ha
pa3pabaThIBAEMOE MPOTPaMMHOE O0ECIICUCHHE.

P4

BceTpoeHnHsie cpen-
cTBa 0€30IIaCHOCTH
OTIEPAIIMOHHBIX CH-
CcTeM

CpenctBa uACHTH(PHUKANMU W ayTEHTH(PHUKALUU MOJIH30BATEICH.
I'pynmer 6e3onacHoctu. [lonutika peructparmu coobiThid. [nd-
poBanue. KoprioparuBHasi 6e3omacHocTh. CiryObI cepTH(dUKAIIUY.
Berpoennsiii  Firewall. Tlonutuka orpaHuueHHs HCHONB3YyEMBbIX
npunoxennit. Cpenctsa 3J1eKTpoHHOU 1(POBOi moanmucH. 3ammura
OT MakpoBupycoB. LleHTpanu3oBaHHbIE CpEACTBAa yHpPaBICHUS.
KomnbrotepHbie BUPYChl M1 aHTUBUPYCHBIE CPEACTBA. AHTHUBHUpYC-
Hoe mporpammHoe obecriedenue (ABIIO). O630p TexHONOTHIA U
npousBoguteneil ABIIO. Ilpaktuka npumenenust ABIIO. Dmeno-
HUPOBAHHBIE CUCTEMbI aHTUBHPYCHOM 3aiunThl. ATaku Ha ABIIO.

P5

Kpunrrorpaduueckue
METOJIbI 3AIIUTHI NH-
dhopmaruu

[Mudposanue (aaroput™sl mUGpPOBaHUs). DIEKTPOHHO-IIM(poBas
HNOJANKCH (IIpaKTHKa MpuMeHeHus ). XomupoBanue. Cpeacrsa vH-
(bpacTpyKTypbl OTKPBITBIX KIIFOUEH. ATaku Ha KpUIITOIpahuuecKyro
3alIUTY.

P6

CeTteBbie cpe/CTB 3a-
ITUTHl HTHPOPMAITIH.

TexHOoJOrMK 3alUThl BBIYUCIUTENBHBIX ceTeil. O030p ceTeBbIX
CPEICTB 3aIIUThl MH(pOpMAIMU (MEXKCETEeBbIEe SKPaHbl, BUPTyallb-
HbIE€ YacCTHbIE CeTH, MH(ppoBaHue, oOOHApYy EHHE BTOpKeHUM). Me-
Tosbl ipuMeHeHust ceteBbiXx C3U. OcHoBbI Oe3omacHoOi paOoThI B
cetu UutepHer. be3omnacHOCTh 31EKTPOHHOW KomMmepIimu. bes-
OIIaCHOCTb OECNPOBOJHBIX TexHOJOrui. CTaHIapThl 0€3011aCHOCTH
0ecrpoBOHBIX ceTei. Mepbl 3alUThl OT Pa3IMUYHOrO BHJA aTak.
Texuonoruu 3ammtsl Wi-Fi-ceteid.

P7

VYpagneHue puckamu
b

CooTHouleHne yrpo3, ysa3BUMOCTEN U ylepOa. DTambl ylpaBlIeHUs
puckaMu. MeTOIMKM OLEHKH PUCKOB. METOIbl CHUKEHUSI PUCKOB.
Opranuzanusi cucteMbl MH(GOPMAIMOHHON O€30MacHOCTU  Mpe.l-
npusatus. [locTpoeHne cuctembl yrpaBieHUs HH()OPMAIMOHHON
6e3onacnoctu (CYUDB) npennpusarus. O6mue npaBuia 6e30macHo-
ctu npeanpustus. Apxurekrypa CYUDB. HacTpoilku OCHOBHBIX
komroneHnToB CYUB. KopnopaTtuBHable MOTUTHKH WHPOPMAIHOH-
HOM 0€30I1aCHOCTH

3. PACIIPEJEJIEHUE YYEBHOI'O BPEMEHHU

3.1. Pacnpedenenue ayoumopHnoil Hazpy3Ku u Meponpuamuil CamoCnmoamenbHoil pabomeol no
pazoenam OucCuunIuHbl




Ounas dhopma oOyueHus

O6bem moayns: 9

0O6beM gucumnnuHbl (3a4.ed.): 3

AypauTtop-
Paspgen aucumnnuHbl Hble 3aHs- CamocTosiTenbHas paboTa: BuAbl, KOIMYECTBO U 06 beMbl MEPONPUATUI
1A (Yac.)
MoaroroBka K KOH- Moaro- Moaro-
TPONbHbIM Mepo- TOBKa K TOBKa B
—_ NPUSTUAM TeKyLLen npome- pamkax
g atTectauum (Ko- XYTOUHOW | Aucum-
3: J'IM"I.) artTecta- NNUHBI
m umm no K npo-
_ o MoaroToBka K ayaAUTOPHbLIM BbINonHeHMe caMoCTosITENbHBIX BHEAYAUTOPHBIX paboT (ko- ancum- MesKy-
~ | 0 z 3aHATUAM (Yac.) nmy.) nnuHe TO4HOM
g g o (4ac.) arTe-
Z |3 = 5 - cTauum
2 218 |28 3 "
x -
[0 [} (<] I % = mony
[~ = © ©| Qql o no
- - ol = [32] o [(e)
© > S| o @ ® (4ac.)
3| H 518 33 § 2
o *
& auMeHoBaHWe pasgena, TeMbl ) 2 F: § g 5 g * o o | g .
= =
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S ] =| 3| 9| >3 o 5| ¢| 8| E|S3 ®|aow ¢| 2| 2| @ 2| E =
Q o s &3 2 T Z ® $ § 2| = S S ol g 9] 3 g
o m - Q| T o o = g - o % % T [ o Q g | @ e x
= I o| =« S B o q 9| o > > = o
3 x| © s ool 8 S| 2| &9 Z| 3 | &£ x ES e o
(] T| &| 35 Pt B o9 b| @ o 2 z | §
m o | 8qg 8 78 2| = o o =
cC e &) 2 o [0) s g
=5 o) © 3| g C T = o
T o o o 5 OEJ ] =
| 3| 6| 9
P1|BeeaeHve 10 (4|22 6 6 2 4 S 2 | s =
) H
P2 | Bugbl yrpos Vb 25 |6 |33 19 7 3 4 12 1 ® z &
]
BesonacHocTb nporpamMmmHoro obec- © al
P3 porp 10 |4]2]|2 6 6 | 2 g | 2
neyeHus S
BcTtpoeHHble cpeacTBa 6e3onacHo- a
p4|2CTP pen 10 (4|22 6 6 | 2| 4 g
CTU onepaLMOHHbIX CUCTEM o
Kpuntorpaduieckne metoapl 3aLu- z
ps | Kpunrorpad AbI3AUM- | 44 |6 |33 8 | 8 | 3|5 <
Tbl MHpOpMaL MK
CeTeBble CpeacTB 3alnTbl MHGOP-
P6 peAcTs 3au ®op- | 49 4|22 6 | 6 |2
Mauun.
P7 | YnpaBneHwve puckamu Nb 25 313 19 7 3 12 1
Bcero (4ac), 6e3 yyeta npomexy-
(4ac), Ges y POMEXY- | 104 (34|17 |17 70 | 46 | 17 | 29 24 | 24
TOYHOW aTTecTaumu:
Bcero no gucumnnuHe (4ac.): 108 |34 70 B T.4. npomexyToyHas atTecTauma | 4

*CyMMapHbIn 06beM B Yacax Ha MepornpuaTme

yKasblBaeTcs B CTpoke «Bcero (Yac.) 6e3 yyeTa NpoMexyTouHOM aTTecTaumum



3aouHas ¢opma 00ydeHHS

O6bem moayns: 9

O6beM gucumnnnuHbl (3a4.e4.):3
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4. OPTAHM3AIMS TIPAKTUYECKUX 3AHSITHI, CAMOCTOSITEJTbHOI PABOTEI
MO JUCHUTIJIMHE

4.1. JlabopaTopHbie padoThI
He npenycmorpeno

4.2. IlpakTH4yecKue 3aHATHUS

Ounas hopma oOyueHus

Oo0bem
Pasznen
y4eOHOro
Ne AU CLMIT Tema 3ansaTus
BpeMEHH,
JIMHBI
yac.
1 P1 AHaTH3 HOPMATHBHBIX JIOKYMEHTOB U CTAaHIApTOB WH(pOpMa- 2
[IMOHHOI 0€30IaCHOCTH.
2 P2 Knaccudukanus yrpo3 nHpopManuu 1 HHPOPMaITMOHHBIM 3
TEXHOJIOTUSIM. DTUYHBIA XaKHHT.
3 P3 'YcTaHOBKA ¥ yIIpaBlIeHUE AaHTUBHPYCHBIM TIPOTPaMMHBIM 00€ec- 2
MeYeHUeM
4 P4  |YcTaHOBKU JIOKQJThHOW NOJUTHKU O€30MaCHOCTH 2
5 Ps [[IndpoBanue J0KaNbHBIX JOKYMEHTOB. Onepanuu ¢ ceptudu- 3
KaTaMu
5 P6 HacTpoiika nepcoHaTIbHOTO MEKCETEBOTr0 IKpaH (OpanaMayap, 9
daiipson — Brandmauer, Firewall)
7 P7  |AHanu3 puCKOB 10 JaHHBIM JOr-(ailyioB cOOBITUIH 3
Hroro: 17
3aounas popma 00ydICHHS
Oo6bem
Paszpnen
y4eOHOro
No AMCLIUI Tema 3ansaTus
BpeMEHHU,
JIMHBI
yac.
1 Pl AHanu3 HOPMAaTUBHBIX IOKYMEHTOB U CTaHJIAPTOB MH(OpMa- 1
LIMOHHOM 0€30IIaCHOCTH.
5 P Krnaccudukanus yrpos uadopmanmm 1 nHGOPMAITMOHHBIM 1
TEXHOJIOTHSIM. DTHUHBIA XaKUHT.
3 P3 YcTaHOBKA U YIIPaBICHUE aHTUBUPYCHBIM MMPOTrPAMMHBIM 1
4 P4 Y CTaHOBKY JOKAJIBHON NOJIUTUKN O€30I1aCHOCTH 1
5 P5 udposanre T0KaIbHBIX JOKYMEHTOB. Oniepaiuu ¢ CepTu- 1
5 P6 HacTtpoiika nepcoHanbHOro MEXCEeTeBOro 3kpan (Opanamayap, 1
daiipson — Brandmauer, Firewall)
HWroro: 6
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VYckopenHas popma 00ydeHUsI

O0neM
Pazgen
y4eOHOoro
No JHUCIIUIT Tema 3anaTus
BpeMeHH,
JHHBI
qac.
1 P3 VYCcTaHOBKA U VIIDaBJIE€HHE aHTUBUPYCHBIM IPOrDaMMHBIM 1
2 P4 Y CcTaHOBKH JTOKAIBHOHN MOJIMTUKU O0€30aCHOCTHA 1
3 HacTtpoiika nepcoHabHOTO MEXCETEBOT0 dKpaH (Opanamayap, 1
P6 daiipson — Brandmauer, Firewall)
4 P7 AHanmu3 pUCKOB 110 TaHHBIM JIOT-(ailsioB cOOBITUI 1
Hroro: 4

4.3. IlpumepHasi TeMaTHKAa CAMOCTONATEIbHON padoThI
4.3.1. TlpumepHblii nepeyeHb TeM JIOMAIIHUX PadoT

CryzaeHTam npenayiaraeTcsi OJITOTOBUThH U CIEaTh TOKIA[ (B BUJE TPE3EHTAIIMN) TIO BHIOPAHHOM TeMe.
O6beM paboThl 3a7aeTCsl BpeMEHEM, OTBOJAMMBIM Ha Mpe3eHTanuio — 10 10 MUHYT.

Homawmnss paboma 1

Kpunrorpaduueckue cpenctpa 3amutsl nHGopmaiuu B crangapre GSM u ux cToHKOCTb.

HccnenoBanue anroputMa notouyHoro mugposanus RC4.

3. OcoOeHHOCTH ITPUMEHEHUS LHU(POBON MOJIUCH BCIIEITYIO B IPOTOKOJIAX 3JIEKTPOHHOTO TalHO-

I'0 FOJIOCOBAHUS.

HoBrle amepukaHCcKue CTaHAAPTHI PeKUMOB IIM(PPOBAHUS C ayTeHTHU(PUKALIUEH.

CxeMbl KpUIITOCUCTEM Ha OCHOBE MapHBIX 0TOOpakeHU.

MeTos! 3¢ heKTUBHOMN peanu3alnu cXeM 3JIEKTPOHHOHN IM(PPOBOI MOANKUCH HA OCHOBE IPYII-

bl TOUEK UIUNTHYECKUX KPUBBIX.

7. Bo3moxkHOCTH TpeoOpa3oBaHus OTEYECTBEHHOTO CTaHAapTa HU(GPOBOM MOJIUCH B CXEMY
U(PPOBOI MOAMUCH BCIIEHYIO.

™=

ISR

8. CpaBHeHHE KpUNTOTpahUIECKUX CPEICTB PA3TMUHBIX MPOTOKOIOB MOOWITLHBIX TTATEKEH.

9. HccnenoBanue CBOMCTB MOJCTAHOBOK HA TBOMYHBIX BEKTOPAX MPU MAJIBIX Pa3MEPHOCTSIX U UX
HNPUMEHEHHE TP ITOCTPOCHUH Y3JI0B aJITOPUTMOB M (PPOBAHHUS.

10.  Pemenue nmpo6iemMbl TOBTOPHOM TPaThI

(https://ru.wikipedia.org/wiki/JIBoiiHOe pacxooBaHKe) KpUOTOrpapuueCKUMH METOJAMH B
CXeMax DJIEKTPOHHBIX TUIATEKEH.
11.  Ananm3 moaxo0B K POJICBOMY YIPABJICHHUIO JOCTYIIOM

12. Aynaut Ge3zomacHOCTH MH(POPMALMOHHONW CUCTEMBI C MCIIOIB30BAHUEM TeCTa Ha MPOHUKHOBE-
HUE

13.  Aynur uHpOpMaIMOHHON 0€30MaCHOCTH

14.  BroisBneHHe HapyllIeHUI 3aKOHOIATENbCTBA B ceTu MHTepHeT

15.  BrIsiBICHHE IPU3HAKOB, ONPEACISIONINX TPYIIIHI 10 HHTEpecam

16. [udpoBanue napopmanuu. Lleas, MmecTo, MpuMeHEeHNE

17. 3amwra nHGOPMAIUH MPEANPUATHS OT YTEUKH 110 TEXHHYECKUM KaHaJaM

18.  3amwmra koHpUACHIIMATHHON HHPOPMALIUK HA IPEANPHUATHAX 110 (hopMaM COOCTBEHHOCTH

19.  3ammrTa nepcoHaJbHBIX JaHHBIX Ha MPEIIPUATHIX

20.  Kpunrorpadudeckne MeTOabI 3aIUTH HHPOPMAIHH

21.  Kpunroanamms anroputmoB: Hughes XPD/KPD, Nanoteq

22.  Kpunroananus reHepaTopoB: «cTon-nomén» Both-Piper, DNRSG, I'edda, xen-

HHUHTca,Kackaj I omimanHa
23.  Kpunroananus notokoBbix mmdpos: Gifford, A5, LFSR
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https://ru.wikipedia.org/wiki/Двойное_расходование

Jlomawmnss paboma 2

1.
2.
3.

No ok

8.

9.

10.
11.
12.
13.
14.
15.
16.
17.
18.

19.

20.

21.

22.
23.
24,
25.

26.
217.
28.
29.

30.
31.
32.
33.

34.

43.2.

4.3.3.

3ammTa THPOPMALMOHHOW U HHTEIICKTYAIbHOW COOCTBEHHOCTH

NudopmanimoHHble yrpo3bl MPeIIpUHIMATEIbCTBY

Uccnenoanue npobiaemM HHPOPMAIIMOHHON 0€3011aCHOCTH U 3allliTa HHPOPMAILIUU TEPPUTOPHU-
aJIbHO Pa3HECEHHBIX LIEHTPOB 00pabOTKH JaHHBIX

Uccnenoanue npodiem nHGOPMAIIMOHHON 0€30MaCHOCTH MOOUIIBHOTO JOCTYTa
HccnenoBanue TeHICHINHN pa3BUTHSI MEKCETEBBIX SKPAHOB MPUKIIATHOTO YPOBHS

Jlunelinas cnoxHOCTh TeHepaTopoB Ha 6a3e LFSR

Mecto DLP-cucrem (mpenorspamienue yreuek, Data Leak Prevention) B coBpeMeHHO# CTpyK-
Type obecneueHus HHHOPMALIMOHHON OE€30MaCHOCTH aBTOMAaTU3UPOBAHHOM NH(OPMAIIIOHHOM
CUCTEMBI

OrneHka prCKOB HHPOPMAIIMOHHON 0€30MacHOCTH MpH obecnieueHun Jqoctyna B MIHTepHET
3ammra nHGOPMALUU B 00JaUHBIX CEPBUCAX

OpranuzanoHHO-TIPaBOBOE oOecnieueHrne NHPOpMaMOHHOM O0e30macHoCTH O13Heca
OpraHu3alMoOHHO-TIPABOBbIE MEPHI 00ECIIeUeHHs pekuMa 3aIuThl HH)OpMaIH
Opranunzanys nHGOpPMaLMOHHON OE€30MaCHOCTH B KOMMEPUYECKOM CEKTOpe

Opranuzanus cucTeMbl 6€30M1aCHOCTH KOPIIOPATUBHBIX MH(POPMALIMOHHBIX CUCTEM

3ammra nHGopMannu 1 nHGOpMaMoOHHasE 6€30MaCHOCTh (PMHAHCOBBIX OpPTraHU3aNN

OrneHka SKOHOMUYECKOH 3()(HEeKTUBHOCTH CUCTEMBI 3aIIUTHI HH(POPMAIIUN B OpraHU3aluu
[Tpumenenue (He)KBaTU(PHUITMPOBAHHON AJIEKTPOHHON MOITUCH.

Ananu3 nedrenbHocTd PockoMHan3opa B kouTpose MaTepuera

3ammra nHpopManuu 1 odecredeHrne HHPOPMAIIMOHHON 0€301aCHOCTH HHPPACTPYKTYPHI
HEeHTp 00pabOTKU JAHHBIX

Pa3zpaboTka pekoMeH1auii 1Mo MOBBIIEHUIO Y(PPEKTUBHOCTH 3aIUTHl HH(OPMAIIUU B KOPIIO-
PaTHUBHOM CETH Nepeauu TaHHBIX

Pa3paboTka TeXHHUECKOTO 3aJaHKs Ha MOJCUCTeMY o0ecrieueHus nH(opMalnoHHON Oe3omac-
HOCTH 0a30BOM MHPPACTPYKTYPBI KATOCTPO(HO-YCTONUNBOCTH

Pa3paboTka 3CKU3HOIO MPOEKTa CUCTEMbI 0OecrieueHus: UHPOPMAIIMOHHOM 0€30M1acHOCTH 3a-
JAHHOTO 00beKTa MH(OPMATH3AINN

Onenka ypoBHs Yrpo3 IIpH pacipOoCTpaHEHUH UH(POPMAIIMK B COIIMANIBHBIX CETSIX
PerynupoBanue nesTenbHOCTH ¢ IpUMEHeHneM kpuntorpaduu B Poccun

HNudopmanmonnas 6e30nacHOCTh U 3anuTa nHbopMauu B cepe JEeKTPOHHON TOPTOBIH
Cospemennsie DDoS-araku (Distributed Denial of Service, pactipenenénnas ataka Tuna oTKas
B 00CTy>KMBaHUM) KaK yrpo3a Juist OuzHeca B MIHTepHeTe: METOABI U CPECTBA 3aIIUTHI
[Ipobnembl aBTOpU3aKU CYOBEKTa T0CTyIA

TenaeHIUN pa3BUTHS OTEYECTBEHHBIX CPEJICTB JIEKTPOHHOMN MOIIICH

AHanu3 MHIHUJIEHTOB HH)OPMAITMOHHON 0€30MaCHOCTH B OPraHU3aluU

CTpyKTypHpOBaHHE MacCUBa COOBITHI M MHIIMICHTOB HHPOPMAIIMOHHOM 0€30MacHOCTH C HC-
MI0JIb30BAHMEM CIICHUAIN3UPOBAHHOTO IPOTPAMMHOTO 00ECTICUEHHS

MeTo/b1 pa3rpaHUYeHHs JOCTYMA B KOMIIBIOTEPHBIX CHCTEMAaX M MX MPaBOBasi periaMeHTaIHsI
VYnpasienne HHIUACHTaMU HHOOPMAITHOHHON 0€30MaCHOCTH Ha MPEIIPUS THH

Texnuueckoe peryianpoBanue HHGoOpMamoHHoi 6e3omacHocT B Poccuu 1 3a pydexxom
O6ecnieuenre nHOOPMAITMOHHOM 0€30MAaCHOCTH U 3anuTa HHGOPMAITUU Ha TPEANPUATHIX Ma-
JIOTO ¥ cpesiHero Ou3Heca

Opra"n3anoHHO-TEXHUYECKUE MEPOIIPHUATHUS 110 00ecreueHn0 MHPOpMaIIMOHHOM Oe30mac-
HOCTH

IIpuMmepHbIi NepedyeHb TeM rpadguyeckux pador

He npenycmorpeno

IIpumepHbIii epeyeHb TeM pedepaToB (3cce, TBOPUYECKUX padoT)
He npenycmotpeno

4.3.4 IlpumepHasi TeMATHKA HHANBHIYAJIbHBIX WJIN I'PYNIIOBBIX POEKTOB
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He npenycmorpeno

4.3.5. TlpumepHblii NepeyeHb TeM PaCUYeTHBIX PadoT (MPOrPaAMMHBIX NPOIYKTOB)
He npenycmotpeno

4.3.6. TlpumepHblii nepeyeHb TeM pacyeTHO-TpauyecKux pador
He npexycmotpeno

4.3.7. TlpumepHbIii MepevYeHb TEM KYPCOBBIX MPOEKTOB (KYpCOBBIX padoT)
He npenycmotpeno

4.3.8. IlpumepHasi TeMAaTHKAa KOHTPOJBbHBIX padoT
He npexycmotpeno

4.3.9. TlpumepHasi TeMATHKA KOJJIOKBUYMOB
He npenycmotpeno

5. COOTHOULEHME PA3JAEJIOB, TEM JUCHUIIJIMHBI U NTIPUMEHSAEMbIX

TEXHOJIOI'MU OBYUYEHUSA
JucTaHnOHHBIE 00pa3oBaTe/Ib-
AKTHBHbBIE METOAbI Oﬁy‘lel{l/lﬂ HbIC TEXHOJOTUHU U 3JICKTPOHHOE
o0yueHue
— L_d ! = Clﬁ
b | 2 ) )
2 T 2/g T .88 T
© T < > o o I o i
= . 5| E| E|l g/EJZ |8g5s &
Kon paszaena, rembr qucun- | o 2 | ¢ > AR ==2-8 =
] | &) o — d = O o = 9 ¥a]
o [¥a] [¥a) = —
IUTHHBI & § = ° - = Lg%ﬁg;g:@és
3 < 3 S s Q o|lo ¥ =5 E5 &g &8
= ) @ = =6 & g3 9 g g E o £
S| =| 2| | 2| 2| »|Egz9&8E 8§ 2
Iy
gl 2| & E| 2| e © & | EYEg 2
2. Nl g | 5| =| Z S E | 858 g9 E
= 2l 2| 5| 8|p |& |<g ¢ 2
= X B|IE 2| g5 | H
m Q
P1. Beenenue *
P2. Buast yrpo3 Wb *
P3. be3onacHocTh
IPOrPaMMHOTO 0becTIeye- *
HUs
P4. Bctpoennsie cpeacTaa
*
0€30MacHOCTH ONepaIMOH-
HBIX CUCTEM
P5. Kpunirorpaduueckue
METO/IbI 3aIUTHI HH(OP- *
Maluu
P6. CeteBble cpelicTB 3alllu- N N
*
ThI HH(OpMaLIUU
P7. YnpaBnenue puckamu x * *
Nb

6. MPOLHEAYPbI KOHTPOJISAI U OHEHUBAHUS PE3YJIBTATOB OBYUEHUSA (Ilpuaoske-
Hue 1)

7. MPOLUEAYPbI OHEHUBAHUSA PE3YJIBTATOB OBYYEHUSA B PAMKAX HE3ABU-
CHUMOI'O TECTOBOI'O KOHTPOJIA (I1puno:xenue 2)
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8. ®OHJ| OLIEHOYHBIX CPEJICTB JLIs1 IPOBEJEHWS TEKYIIE# M IPOMEKY-
TOYHOM ATTECTALIUU 11O JUCHUIIJIMHE (Mpunoxenne 3)

9. YYEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIIEYHEHUME JTUCL M-
IJIMHbI

9.1.PexoMeHayemasi IuTEpaTypa

9.1.1.0cHoBHas quTEpaTypa

1.

O6 undopmannu, HHHOPMAIIMOHHBIX TEXHOJOTHIX U 0 3amuTe uHpopmanuu. PenepanbHbIi 3a-
koH Ne 149-®3 ot 27.07.2006 (c wu3MeHEHHWsIMH U JomNOJHEHUsAMH) Pexum pocryna:
http://www.consultant.ru/document/cons_doc_LAW 61798/

3arunaitioB l0.H. Teopus nnpopmannoHHON 0€30MACHOCTH U METOJOJIOTHS 3aIUThl HHpOpMa-
muu:  y4. mnocobme. M. bepnun:  dupexr-Memuma, 2015-253 c¢. Pexum  pmocryma:
http://biblioclub.ru/index.php?page=book_view red&book id=276557

Honozos H.JI. Iporpammubie cpeacta 3ammThl nHGopMaimu: KoHcnekT jgekimid / H.JI. Jlono3os,
T.A. TymerseBa. — HoBocubupck: Wzn-so HI'TY, 2015. — 63 c._ Pexum nocryma:
http://biblioclub.ru/index.php?page=book_view_red&book_id=438307

Cxpunauk J[.A. OOmue Bompockl TexHHYecKon 3anuthl nHbopmaruu / J.A. Ckpunauk. — M.:
Hamuonaneuelii  oTkpbITBIE  yHUBepcurer «MHTYUT», 2016. - Pexum  poctyna:
http://biblioclub.ru/index.php?page=book_view red&book_id=429070

bekernona, F0.M. MexnyHapoaHble OCHOBBI U CTaHAAPTH HH(POPMAIIMOHHOHN 0e301acHOCTH (hu-
HaHCOBO-DKOHOMHYECKUX cHucTeM : ydebnoe mocobue / HO.M. bexernosa, I'.O.Kpsuios,
C.JI. Jlapuonosa ; ®dunaHcoBslli yHuBepcureT npu IIpaBurtenscrBe Poccuiickoit ®@enepanuu. -
Mocksa : IIpomereit, 2018. - 173 c. : Tabiu. - bubauorp. B kH. ; To ke [DneKTpoHHBIH pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=494850

9.1.2. lonosiHUTeILHAS JIUTEPATYpa

1.

2.

06 »nektponHoit monnucu. Pepepanbhbiii 3akoH Ne 63-O3 ot 06.04.2011. Pexum mocryna:
http://www.consultant.ru/document/cons_doc_LAW 112701/

O rocynapctBeHHo# TaiiHe. 3akoH PD No 5485-1 ot 21.07.1993 (¢ u3MEeHEHUSIMU M JOTIOJTHEHU -
Mmu) Pesxxum nocryma: http://www.consultant.ru/document/cons_doc LAW 2481/

O xommepueckoit Taiine. denepanbhbiii 3akoH Ne 98-D3 ot 29.07.2004 (¢ M3MEHEHHUSAMHU H J10-
nosHeHusIMH ). Pesxum octyna: http:// www.consultant.ru/document/cons doc LAW 48699/
3akoH P® ot 23.09.1992 N 3523-1 (pen. ot 02.02.2006) "O mpaBoBoii 0OXpaHe MPOrpamMM IS AJIEK-
TPOHHBIX BBIYMCIIUTEILHBIX MalIIIUH u 0a3 JTAaHHBIX "
http://ww.consultant.ru/document/cons_doc LAW 1007/

Va3 [Ipesunenta PO ot 16.08.2004 N 1085 (pexn. ot 31.12.2015) "Bonpockl denepanbHoii Ci1y>KObI
1o TEXHUYECKOMY u IKCTIOPTHOMY KOHTpOJITIO"
http://www.consultant.ru/document/cons_doc LAW 14031/

[Toctanosnenue [IpaBurensctBa PD ot 03.02.2012 N 79 (pen. ot 15.06.2016) "O nuiieH3upOBaHUA
JeATeNIbHOCTU 10 TEXHUYECKOH 3amuTe KoHpuaeHansHoi nHdopmanuu" (Bmecte ¢ "[onoxennem
O JIMICH3UPOBAHUH JEATETHHOCTH MO TEXHUUYECKON 3ammTe KoH(UIeHIUansHoH uHpopMarmun')
http://Aww.consultant.ru/document/cons_doc LAW 125798/

IocranoBnenue IIpaButenscrea P® ot 03.03.2012 N 171 (pen. ot 15.06.2016) "O nuueH3upoBanun
NeATeNIbHOCTU IO pa3pabOTKe U MPOM3BOJCTBY CPEJCTB 3alUThl KOH(UAECHIMANbHON HHbopMaun”
(Bmecte ¢ "TlonoxkeHreM O JHIIEH3UPOBAHUU JEATEIILHOCTH M0 pa3pabdOTKe U MPOM3BOJICTBY CPEACTB
3aIUTHI KOH(PHIECHITUATBHOM uHpopmarmu')
http://www.consultant.ru/document/cons_doc LAW 127010/

Meppl  3ammTel  MHQOpMAIMM B TOCYIApCTBEHHBIX  HMH(QOPMAIMOHHBIX  CHCTEMax
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/805-metodicheskij-dokument
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http://biblioclub.ru/index.php?page=book_view_red&book_id=276557
http://biblioclub.ru/index.php?page=book_view_red&book_id=438307
http://biblioclub.ru/index.php?page=book_view_red&book_id=429070
http://biblioclub.ru/index.php?page=book&id=494850
http://www.consultant.ru/document/cons_doc_LAW_1007/
http://www.consultant.ru/document/cons_doc_LAW_14031/
http://www.consultant.ru/document/cons_doc_LAW_125798/
http://www.consultant.ru/document/cons_doc_LAW_127010/
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/805-metodicheskij-dokument
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/805-metodicheskij-dokument

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

bazoBas Mozenb yrpo3 0e30IacHOCTH MEPCOHATIBHBIX JAHHBIX MPU UX 00paboTKe B MHPOPMAIIIOHHBIX
cucreMax MIEPCOHAIIBHBIX JaHHBIX (BBITTHCKA). OCTOK Poccun, 2008 rox
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/379-bazovaya-model-ugroz-bezopasnosti-personalnykh-dannykh-pri-ikh-obrabotke-v-
informatsionnykh-sistemakh-personalnykh-dannykh-vypiska-fstek-rossii-2008-god

MGTO,ZLI/IKa OIIpEACICHUA aKTYaJIbHBIX YI'PO3 6630H8.CHOCTI/I NEPCOHAIIBHBIX JAaHHBIX IIPU UX 06pa60TKe
B MHPOpPMAIMOHHBIX cucTeMax mnepcoHalbHbIX JAaHHbIX. ®OCTIK  Poccum, 2008 rop
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/380-metodika-opredeleniya-aktualnykh-ugroz-bezopasnosti-personalnykh-dannykh-pri-
ikh-obrabotke-v-informatsionnykh-sistemakh-personalnykh-dannykh-fstek-rossii-2008-god
PykoBosmuii nokymeHT. bezonacHocTs MHHPOpMaIMOHHBIX TexHonoruil. Kpurepun ouenku 6e3omnac-
HOCTH MH(GOPMAIMOHHBIX TexHoymorud (wactu 1, 2, 3) http:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/381-rukovodyashchij-dokument
PykoBonsmuii 1oKyMeHT. 3amiura OT HECaHKIIMOHHMPOBAHHOIO jaocTyrna K uHpopmarmu Yacts 1.
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/382-rukovodyashchij-dokument-prikaz-predsedatelya-gostekhkomissii-rossii-ot-4-iyunya-
1999-g-n-114

CpencTBa BEIMUCIUTEIBHON TEXHUKU. MeKceTeBble SKpaHbl. 3allliTa OT HECAHKIIMOHUPOBAHHOTO J10-
crynma. [lokazaTenmu 3alMIICHHOCTH OT HECAHKIMOHUPOBAHHOTO JIOCTyNa K HWH(OpPMAIUN
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/383-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-
iyulya-1997-q

ABTOMAaTH3UPOBAHHBIC CUCTEMBI. 3allliTa OT HECAHKIIMOHUPOBAHHOTO 0ocTyma K nH(popmarmu. Kac-
cuukanmst ~ aBTOMAaTU3UPOBAHHBIX CHCTEM W TpeOoBaHMA TO  3aummTe  HMH(POpPMAIUU
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-
marta-1992-q

CpencTBa BBIMUCIUTENIHHOW TEXHUKH. 3allliTa OT HECAHKIMOHMPOBAHHOIO JOCTYMa K MH(pOPMAIIUH.
Tlokazarenu 3allIUIICHHOCTHU oT HECCaHKIIHMOHHWPOBAHHOI'O JA0CTyIla K I/IH(l)OpMaI_[I/II/I
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/385-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-
marta-1992-g2

3aI_HI/ITa OT HCCAHKINMOHHPOBAHHOI'O JOCTYyIIa K I/IH(l)OpMaI_[I/II/I. TepMI/IHBI H  OIPCACIICHUA
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/386-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-
marta-1992-g3

KOHHGHHI/I}I 3allIUThI CPCACTB BBIUUCIIUTEILHOU TEXHUKHU U ABTOMATU3UPOBAHHBIX CUCTEM OT HECAHK-
IIMOHUPOBAHHOTO J0CTyTIa K uH(pOpMALTUH http://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/387-rukovodyashchij-dokument-
reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g4

PyxoBomsimuii qokyment. 3anmra uadopMmarpn. CrienuaibHble 3almTHbIe 3Hak. Kiaccudukarms u
obmue Tpedosanus http:/fstec.ru/component/attachments/download/316

NupopmarrionHoe cooOrieHre 00 yTBep)KICHHH METOAMYECKUX JTOKYMEHTOB, COAEPKaIUX MPpoduin
3allliThl  MEKCETEBBIX 3KpaHoB http://fstec.ru/normotvorcheskaya/informatsionnye-i-analiticheskie-
materialy/1184-informatsionnoe-soobshchenie-fstek-rossii-ot-12-sentyabrya-2016-g-n-240-24-4278
Asepuenkos B.M. 3ammura nepcoHanbHbIX AaHHbIX B opradusanuu / B.M. Asepuenkos, M.1O. Pri-
ToB, T.P. Taiinynun. — 3-e u3a., crepeor. — M.: ®JIMHTA, 2016. — 124 c. Pexum noctyma;
http://biblioclub.ru/index.php?page=book view red&book id=93260

Cepreesa 10.C. 3ammura nnpopmanuu. Korcnekr nexuuit. Yuebuoe nocobue / Cepreesa 0. C. —
Mocxksa :A-Tlpuop, 2011.—128.— Pexum JIOCTYyTIA:
-http://www.biblioclub.ru/index.php?page=book&id=72670

[Iennon K. Teopust cBsi3u B cekpeTHBIX cuctemax. / B kH. Jlekiuu mo Teopuu nHGopMaum u kuoep-
neruke.—M.: I, 1963. - Pexxum noctyna: http://www.enlight.ru/crypto/articles/shannon/shann__i.htm
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http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2
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http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/387-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g4
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/387-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g4
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/387-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g4
http://fstec.ru/component/attachments/download/316
http://fstec.ru/normotvorcheskaya/informatsionnye-i-analiticheskie-materialy/1184-informatsionnoe-soobshchenie-fstek-rossii-ot-12-sentyabrya-2016-g-n-240-24-4278
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32.

33.

34.

35.

AgepuenkoB B.W. Cucrema 3amutsl HHOOpMAIIMKM B BEAYIIMX 3apYOEKHBIX CTpaHaX.. yd. mocooue /
B.W. AepuenkoB, M.IO. PertoB, I'.B. Konnpamkun, M.B. Pynanosckuit. — 4-e u3J., crepeotul. — M.
®OJIMHTA, 2016. — 224 C. Pexxum JIOCTyma;
http://biblioclub.ru/index.php?page=book_view_red&book id=93351

AsepuenkoB B.W. Crmyx0a 3amuTsl HHGOpMaLIMKM: OpraHu3alus U yrnpasieHue: yd. nocooue / B.W.
AsepuenkoB, M.IO. PeiToB. — 3-¢ m31., ctepeotun. — M.: @JIMHTA, 2016. — 186 c. Pexxum goctyna;
http://biblioclub.ru/index.php?page=book_view_red&book id=93356

AsepuenkoB B.1. Ayaut nndopmanmonHoit 6e3omnacHoctu: yu. mocodue / B.J. ABepueHkoB. —3-¢
w3,  crepeorun. — M. DJIMHTA, 2016. - 269 «c. Pexum  mocryma:
http://biblioclub.ru/index.php?page=book_view_red&book_id=93245

Criupuuena H. P. Anroputmbl 65104HO#M Kpuntorpaguu : yaueOHO-METOIMUECKOe TOcOOue /IS CTYIeH-
TOB, OOYUArOILMXCs MO MporpamMMme OakanaBpHaTa 1o HampasiaeHuro noarorosku 230100 «Mudopma-
TUKa W BbluuciurtenbHas TexHuka» / H. P. CrnupuueBa; MunucrepctBo o0pa3zoBanus u Hayku PO,
Ypanbckuii penepanbHblii yHUBepcuTeT nMeHr niepBoro IIpesunenta Poccuu b. H. Enpuinna. — Exa-
tepunOypr : Wsm-Bo  VYpam, ym-ta, 2013. — 78, [2] <c¢. Pexwmm gocryna:
http://hdl.handle.net/10995/28062

Cargees K.H., [lerpenko B.W., Yunura A.®. @usnueckre OCHOBBI 3alIUThHl HH(OPMALIUK; y4. TO-
coome — CraBponons: M3a-so CKOY, 2015. - 394 «c¢. Pexum pocrymna:
http://biblioclub.ru/index.php?page=book_view red&book id=458285

3amuTa NepCOHANBHBIX JAaHHBIX B WH(OPMAIMOHHBIX CHCTEMax : JTaOOPATOPHBIA MPAKTHKYM /
aBT.-cocT. B.W. Ilerpenko, M.B. Manapuia ; MunuctepctBo oOpazoBanusi U Hayku Poccuiickoi
®enepanun, Cesepo- KaBKa3CKI/II/I denepanpublii yHuBepcureT. - CraBponons : CKOVY, 2018. -
118 C. To xKe [D1eKTpOHHBIN pecypc]. -
URL.: http://biblioclub. ru/mdex php?page=book&id=494823

I'apuep B.B. Undopmanmonnas 6e3omacHocTts: yueb. mocodue / B.B. I'apuep. — Poctos Ha Jlony:
®enukce, 2010. - 324 ¢ Pexxum goctyna: http://xn----7sbabeyocb2bkdagddhcgh9acxla8cxksc.xn--
80afh5aqv.xn--plai/

I'yxman, B.b. Madopmanmonnas nuBunmszanus : yaeoHoe nocobue / B.b. 'yxman. - Mocksa ;
bepnun : lupexr-Menua, 2018. - 247 c. - ISBN 978-5-4475-9726-9 ; To xe [DneKTpOHHBIN pe-
cype]. - URL: http://biblioclub.ru/index.php?page=book&id=493598

byprkoBa, E.B. ®usmueckas 3ammura 0OBEKTOB HHPOpMATH3alUU : ydeOHOe mocobue /
E.B. BypskoBa ; MunucrepctBo o0pazoBanusa U Hayku Poccuiickoit deneparyn, OpeHOyprekuit
lNocynapctBennsiii YHuBepcuteT, Kadeapa BEIMUCIUTEILHON TEXHUKU M 3aIIUTHI HHPOpPMAIIHUH. -
OpenOypr : OpeHOyprckuii rocyaapcTBeHHbId yHUBepcuTet, 2017, - 158 c. : Tabmn., cxem. - bub-
muorp. B kH. - [ISBN 978-5-7410-1697-8 ; To ke [DnekTpoHHBIH pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=481730

Cwmupnos, B.W. 3ammura nadopmanuu : madoparopusiii mpaktukym / B.M. CmupHoB ; IToBomk-
CKHMii FOCY/IApCTBEHHBIN TEXHONOTHYECKHil yHuBepcuTeT. - Momkap-Omna : IIT'TY, 2017. - 67 c. :
un. - bubmumorp. B kH. - ISBN 978-5-8158-1866-8 ; To ke [DmekTpoHHBIH pecypc]. -
URL.: http://biblioclub.ru/index.php?page=book&id=476512

Cunanckuii, Hukonait UropeBny. Y4ueOHO-METOAUYECKUN KOMIUIEKC JMUCITUIUIMHBI "3aIiuTa WH-
¢dopManu B KOMIbIOTEpHbIX ceTax" [Onexktponnsiii pecypc] / H. WU. Cunanckuii ; Denep.
areHTCTBO MO 0Opa3zoBaHMIO, Ypai. roc. yH-T uM. A. M. I'opskoro, MOHI] "Undopmarnronnas
0e3omacHocTh" [U Ap.]. — DnekrpoH. aaH. (13,3 M6). — EkarepunOypr : [6. u.], 2008. Pexum
noctyna: http://elar.urfu.ru/handle/10995/1654

laiinamaxkun, Hukomait AnekcanapoBud. Y4eOHO-METOIUYECKHM KOMIUIEKC TUCHUTIIUHBEI "Teo-
pETHYECKHE OCHOBBI KOMITbIOTEPHOI Oe3onmacHocTu" [DnekTpoHHsbIid pecypc] / H. A. Talinamakux
; denmep. areHTCTBO MO 00pazoBaHuio, Ypai. roc. yH-T uM. A. M. T'opekoro, MOHIL] "Undopma-
1MoHHas 6e3omacHoCTh" [U Ap.]. — DnektpoH. aaH. (12,8 M6). — ExarepunOypr : [6. u.], 2008.
Pexxum moctyna: http://elar.urfu.ru/handle/10995/1778

baknanoB B. B. Beenenue B nunpopmaimonnyto 6e3onacHocts. HarpaBneHust nHGOPMALMOHHOM
3ammThl: Yueb. mocooue // ExarepunOypr: M3a-Bo Ypan. ya-ta, 2007. 236 c. Pexxum mocrymna:
http://elar.urfu.ru/bitstream/10995/1357/3/1324427 _schoolbook.pdf
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http://biblioclub.ru/index.php?page=book_view_red&book_id=93245
http://hdl.handle.net/10995/28062
http://biblioclub.ru/index.php?page=book_view_red&book_id=
http://biblioclub.ru/index.php?page=book&id=494823
http://информационная-безопасность.гафнер.рф/
http://информационная-безопасность.гафнер.рф/
http://biblioclub.ru/index.php?page=book&id=493598
http://biblioclub.ru/index.php?page=book&id=481730
http://biblioclub.ru/index.php?page=book&id=476512
http://elar.urfu.ru/handle/10995/1654
http://elar.urfu.ru/handle/10995/1778
http://elar.urfu.ru/bitstream/10995/1357/3/1324427_schoolbook.pdf

9.2.MeTtoanueckue pa3padoTku
He ucnionesyrores

9.3.IlporpaMmMHoOe oGecnieyenne

MartemMaTH4ecKue MaKeThI:
Mathcad, marematnyeckuii naker MatLab, MS Excel.

Sage - https://ru.wikipedia.org/wiki/Sage http://www.sagemath.org http://www.sagemath.org/ru/

PARI/GP - https://en.wikipedia.org/wiki/PARI/GP https://pari.math.u-bordeaux.fr

OpenSSL - https://www.openssl.org https://ru.wikipedia.org/wiki/OpenSSL
http://gnuwin32.sourceforge.net/packages/openssl.htm

OnepaumoHHbIe CUCTEMBI:

Kali Linux - https://ru.wikipedia.org/wiki/Kali_Linux https://www.kali.org

NST - Network Security Toolkit (NST) is a Linux-based Live DVD/USB
http://www.networksecuritytoolkit.org/nst/index.html
https://en.wikipedia.org/wiki/Network Security Toolkit

Cpena nporpaMMupoOBaHMS:

Python - https://ru.wikipedia.org/wiki/Anaconda_(auctpubytus_Python)
https://www.anaconda.com/what-is-anaconda/ https://ipython.org/notebook.html

Perl - https://www.cpan.org https://ru.wikipedia.org/wiki/CPAN https://ru.wikipedia.org/wiki/Perl

9.4. Ba3bl JaHHBIX, HHPOPMAIIHOHHO-CIIPABOYHbBIE U MONCKOBbIE CHCTEMbI

http://www.is0.0rg/ Measwcoynapoonsie cmandapmer 6ezonacnocmu 1SO
http://fstec.ru/ @edepanvras ciyxrcba no mexnuueckomy u IKCROPMHOMY KOHMPOIO
Www.consultant.ru — cnpasounas cucmema «Koncynomanm-ITocy,

WwWw.garant.ru — cnpasounas cucmema «I apanmy,

http://window.edu.ru — edunoe okno docmyna k 06pazo6amenbHbLM pecypcam

9.5.9/1ekTpoHHBbIE 00pa3oBaTeIbHbIE PeCypPChI
He ucnonb3yrorcs

10. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHMUE JUCLHUIIJINHbI

Caeennst 00 OCHAIIEHHOCTH JUCHUIIIMHBI CTIENHAJIU3NPOBAHHBIM M J12a00PaTOPHBIM
o0opyaoBaHueM

AYI[I/ITOI)I/II/I AJI1 IIPOBCACHUA 33H5[TI/II>1, OCHAIIICHHBIC MYHI)TI/IMelll/IfIHBIMI/I cpeacTtBaMu; KOM-
MBIOTEPHBIE KJIACChI; JeMOHCTpallMoHHble MaTepuansl. [IK 1is npenogaBartens U CTyI€HTOB C 1OCTY-
oM B HTepHer.

17


https://ru.wikipedia.org/wiki/Sage
http://www.sagemath.org/
http://www.sagemath.org/ru/
https://en.wikipedia.org/wiki/PARI/GP
https://pari.math.u-bordeaux.fr/
https://www.openssl.org/
https://ru.wikipedia.org/wiki/OpenSSL
http://gnuwin32.sourceforge.net/packages/openssl.htm
https://ru.wikipedia.org/wiki/Kali_Linux
https://www.kali.org/
http://www.networksecuritytoolkit.org/nst/index.html
https://en.wikipedia.org/wiki/Network_Security_Toolkit
https://ru.wikipedia.org/wiki/Anaconda_(дистрибутив_Python
https://www.anaconda.com/what-is-anaconda/
https://ipython.org/notebook.html
https://www.cpan.org/
https://ru.wikipedia.org/wiki/CPAN
https://ru.wikipedia.org/wiki/Perl
http://www.iso.org/
http://fstec.ru/
http://www.consultant.ru/
http://www.garant.ru/
http://window.edu.ru/

MNPUJIOKEHMUE 1
K paboueii nporpamme AMCUMIIHHBI

6. IPOLEAYPbI KOHTPOJIS1 U OHEHNBAHUA PE3YJIBTATOB ObYYEHUSI B
PAMKAX TEKYHIEU U TPOMEKYTOYHOU ATTECTAIIUU 11O JUCHUITTIMHE

6.1. BecoBoii k03 (PUIHEHT 3HAYUMOCTH TUCHMIUIMHBI — 1 ymegepocoaemcst yuenvim co8emom uH-
cmumyma)l, B TOM uuciie, KO3(Q(PUIUHEHT 3HAYMMOCTH KYPCOBBIX PadoT/MPOEKTOB, €CJAH OHH

npeaycmorpennl —0.

6.2.I1poueaypsnl Tekyuieil 1 MPOMEKYTOUHOH ATTECTAIUM IO AUCIHUNIHHE

1.JIexknun: ko3¢pPpUIHEHT 3HAYUMOCTH COBOKYITHBIX Pe3yJIbTATOB JEeKIHOHHBIX 3ansaTHii — 0,4

Texkyuias arrectauua Ha JeKIHAX Cpoxku — ce- Makcu-
MecTp, MaJibHast
yuyeOHasi He/le- | OLICHKA B
Jas 0aj1ax
Tlocewenue nexyuii 4,1-17 20
Koncnexm nexyui 4,1-17 20
Jlomawnss paboma 1 4,1-17 60

BecoBoii k03 puIIHeHT 3HAYNMOCTH Pe3yJIbTATOB TeKYyIllei arTecTanuu mo jJekuusim — 0,5

HpOMeﬂCYTO'lHaH arrecranud 1o JEeKIUuIAM — 3auem

BecoBoii k03(p(pUHEHT 3HAYMMOCTH Pe3yJIbTATOB NPOMEKYTOUHON ATTECTAUUM 10 JEKIUAM —

0,5

2. HpaKTuquKne/ceMnﬂapcKue 3aHATHUA: KO3(1)(1)I/IIII/ICHT SHAYUMOCTHU COBOKYIIHBIX pP€3yJibTa-

TOB MPAKTHYECKUX/CeMUHAPCKHUX 3auaTHi — 0,6

Texymasi aTrecranusi Ha NPAKTHYECKUX/CEMHUHAPCKHUX 3aH - Cpoku — ce- | Makcu-
THAX MecTp, MaJIbHaA
yuyeOHasi He/le- | OLICHKA B

Jas 0aJiiax

AKmusHoCmv Ha NPAKMUKAX 4,1-17 60

Jlomawnss paboma 2 4,1-17 40

BecoBoii k03 GuIIHEHT 3HAYUMOCTH Pe3yJIbTATOB TeKYIIell aTTeCTAlMH 110 NPaKTH4e-

CKMM/CEeMHUHAPCKHUM 3aHATHSIM— 1

IIpome:xxyTouHasA aTTecTALMSA MO MPAKTHYECKUM/CEMMHAPCKUM 3aHATUSIM— Hem
BecoBoii K03 GUIHEHT 3HAYMMOCTH Pe3YJIbTATOB IIPOMEKYTOYHOM aTTeCTAMH 110 MPAKTHY e-

CKI/IM/CCM]/IHapCKHM 3ausaTusaM— 0

6.3. IIpoueaypol TeKyliei U MPOMeKYTOUHONH aTTeCTALMM KYyPCcoBOii padoThl/MpoeKTa

He npenycmotpeno

6.4. Koo puumeHT 3HAYUMOCTH CEMECTPOBBIX Pe3YJIbTATOB OCBOEHH S JUCUMILIIMHBI

IMopsinkoBbIil HOMeEP ceMecTpa 1Mo y4eOHOMY I1a-
HY, B KOTOPOM OCBaMBaeTCsl JUCIHUIIHHA

Ko>ddunuent 3HaunMocT pe3yJibTaToB
OCBOEHMSI IMCUMILUIUHBI B ceMecTpe

Cemectp 4

1

*B ciy4yae npoBeIeHUs TPOMEKYTOUHOM aTTeCTalluy 10 AUCHUIUIMHE (PK3aMEHa, 3a4eTa) METOIOM
TECTHPOBAHUS HCIIONB3YIOTCA OPHUIMANBHO yTBepkIeHHbIE pecypchl: AIIUM Yp®Y, CKY/ VpdV,
umerorue cratyc DOP YpdY; OII10 (www.dsmo.pd); MarepHeT-TpeHaKEPHI (WwWw.i-exam.ru).
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MNPUJIOKEHMUE 2
K padoyel mporpaMme ¥ COHUIIIMHBI

7. MPOLUEAYPbI OHEHUBAHUSA PE3YJIbTATOB OBYUYEHUSA B PAMKAX HE3ABU-
CHUMOI'O TECTOBOI'O KOHTPOJIA

Lucyunauna u ee ananoau, no KOMOPLIM 803MOICHO MECMUPOBAHUE, OMCYMCMEBYIOM HA calime
@II10 http://fepo.i-exam.ru.

Lucyunauna u ee ananocu, no KOMOPLIM 03MOICHO MECMUPOBAHUE, OMCYMCMBYIOM HA calime
Hnmepnem-mpenasxcepwl http://training.i-exam.ru.

Lucyunauna u ee ananoau, no KOMOPLIM B03MOICHO MECMUPOSAHUE, OMCYMCMEYIOM HA NOP-
mane CMY/[C YpDY.

B ceéa3u ¢ omcymcemeuem JJucyuniunst u ee anaio208, N0 KOMopblM 803MONACHO MeCMUposa-
Hue, Ha catumax PII10, Humepnem-mpenasicepol u nopmanre CMYJ[C YpDY, mecmuposanue 6 pam-
kax HTK ne npogooumcsi.
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MNPUJIO)KEHHUE 3
K paboueii mporpaMmme JUCIHUNJIMHBI

8. ®OHJ OHEHOYHBIX CPEJACTB 1151 IPOBETEHWA TEKYIIEA U TIPOMEXY-
TOYHOU ATTECTAIIUU 1O JUCHUIITIMHE

8.1. KPUTEPUU OLNEHUBAHUS PE3YJIbTATOB KOHTPOJIbBHO-OLIEHOYHBIX ME-
POIPUATUNA TEKYIIENA U TPOMEKYTOYHOM ATTECTAIIMU IO JUCIHUILIJIVHE B
PAMKAX BPC

B pamkax BPC npumeHstoTcst yrBepkKAeHHbIe Ha Kadeape KpUTEPUN OLIEHUBAHUS TOCTHXKEHUI
CTY/ICHTOB TI0 Ka)XXJIOMy KOHTPOJIbHO-OIICHOYHOMY MeponpusaTHio. CHcTeMa KpUTEpHeB OICHUBAHUS,
KaK U TIpU MPOBEJCHUH IPOMEKYTOUHON aTTeCTallK IO MOYJII0, OIIMPAETCs Ha TPH YPOBHSI OCBOCHUS

KOMIOHEHTOB KOMIIETCHIIMI: IOPOTOBbIN, MOBBIIICHHBIN, BEICOKUM.

KomMmmnoneHTBI IIpu3HaKu YPOBHSI OCBOEHHUSI KOMIIOHEHTOB KOMIIeTEeH NI
KOMIIEeTEeHIUI NOPOroBbIi MOBBIIICHHBII BBICOKHH
3Hanus CryneHT JeMOHCTpUpPYET Crynent nemoHcTpupyeT | CTyqeHT MOXKET caMo-
3HaHHE-3HaKOMCTBO, 3Ha- aHAIUTUYECKUE 3HAHUS: CTOATEIBHO U3BJIEKATh
HHUE-KOMMIO: Y3HAeT OOBEK- | YBEpEHHO BOCIIPOM3BOJAUT | HOBBIE 3HAHUS U3 OKPY-
ThI, SIBJICHUS U TIOHATHS, Y TIOHMMAET MOJyYeHHbIE | JKaloIllero Mupa, TBopye-
HAXOJUT B HUX Pa3NIuyHs, 3HaHUs, OTHOCHUT UX K TOH | CKM UX UCIOJIb30BATh
IIPOSIBIISIET 3HAHUE HCTOY- WA MHOH Ki1accuuKa- JUTST IPUHSTHS PEIICHIHA
HUKOB IOJTy4eHHsI HHOP- LIUOHHOM TpyIIIe, CaMo- B HOBBIX M HECTaHJApT-
MalliH, MOXKET OCYIIECTB- CTOATEIBHO CUCTEMATH- HBIX CUTYaIHIX.
JSITh CAMOCTOSTEIBHO pe- 3UpYyeT UX, yCTaHABIIUBA-
MPOJTYKTHBHBIE IEHCTBHS €T B3aUMOCBSI3U MEXKY
HaJ 3HAHUSIMH ITyTEM CaMO- | HUMH, IPOTyKTUBHO
CTOSITETILHOTO BOCIIPOM3BE- | MPUMEHSET B 3HAKOMBIX
JIEHUS] U IPUMEHEHUSI HH- CUTYaIUsIX.
dbopmarmu.
Ymenust Crynent ymeet koppektHo | CTyneHT ymeer camocto- | CTyIeHT yMeeT camo-
BBITIOJTHATH NMPEANKUCAHHBIE | STEIBHO BBIOJHATD Jei- | CTOSATEIHHO BBIOTHSTH
JEUCTBUS IO MHCTPYKIUH, CTBUS (TIPUEMBI, OTIepa- NENCTBUS, CBSI3aHHBIE C
QITOPUTMY B U3BECTHOMN L[MM) 110 PELICHUIO He- pELIEeHUEM UCCIIE10Ba-
CUTYalliU, CAMOCTOSTENIFHO | CTAaHIApPTHBIX 3a/1a4, Tpe- | TeIbCKUX 3a7]a4, IeMOH-
BBITIOJIHSAET JIEUCTBUS 11O Oyrommx BEIOOpA Ha OC- CTPUPYET TBOPUECKOE
PEIICHUIO TUTIOBBIX 33/1a4, | HOBE KOMOWHAIMU H3- HCIOJIb30BaHNE YMEHUHN
TpeOyrounx BeIOopa us3 BECTHBIX METO/IOB, B He- (TexHOIOTHi)
YHCJIa U3BECTHBIX METOJIOB, | MPE/ICKa3yeMo U3MEHSIO-
B IIPEJICKAa3yeMO U3MEHSI0- | LIEHCS CUTyalluu
HIEHCS] CUTYaIuu
JInmunoctHble | CTyIE€HT UMEET HU3KYIO CtyneHT umeer Bblpa- CryneHT umeer pa3Bu-
KayecTBa MOTHBALIMIO YU€OHOU Jies- | )KEHHYIO0 MOTHBALIHIO TYI0O MOTHBAIUIO yueo-
TEJILHOCTH, MPOSBISET 0€3- | yueOHOM 1eATeNbHOCTH, HOW U TPYIOBOH Jies-
pa3nuyHoe, 0€30TBETCTBEH- | JEMOHCTPUPYET NO3UTHUB- | TEIbHOCTH, IPOSBISET
HOE OTHOIIIEHHE K yueOe, HOE OTHOIIEHHE K 00y4ye- | HaCTOWYMBOCTb U yBIIe-
MOPYYEHHOMY JIETTy HUIO U Oyaymien Tpyao- YEHHOCTbh, TPYJO0JI00ueE,
BOH I€ATEIBHOCTH, IPO- | CAMOCTOSITENIBHOCTb,
SIBIISICT aKTUBHOCTb. TBOPYECKUN MOJXO/I.
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8.2. KPUTEPUH OLIEHUBAHUS PE3YJIBTATOB IMPOMEXYTOUYHOMN ATTECTAIIUA
ITPHU UCITIOJIB3OBAHUHU HE3ABUCHUMOI'O TECTOBOI'O KOHTPOJIA

[Ipu mpoBeeHUH HE3aBUCUMOTIO TECTOBOTO KOHTPOJS Kak (POpMbI MPOMEXKYTOUHOW aTTecTa-
LMY TPUMEHSETCS METOAMKA OLIEHWBAaHUS PE3yJbTaTOB, IMpeisiaraemas pa3padOTUMKaMU TECTOB.
IIpouieHTHBIE TIOKa3aTeaH Pe3ylIbTaTOB HE3aBHCHMOIO TECTOBOTO KOHTPOJS TEPEBOAATCS B Oalibl
poMexyTouHoi arrectaruu no 100-6amnsHoM mkane B BPC:

— B cllydae OaJJIbHOM OIIEHKH I10 TECTY (OJI0KaM, YacTSM TecTa) MEePeBOANTCS MPOLIEHT HAOpaHHBIX
0aJUI0B OT OOILEro Yuciia BO3MOXKHBIX 0aJUIOB 10 TECTY;

— TpH OTCYTCTBHM OAJIIBHOM OIIEHKH IO TECTY MEPEBOAMUTCS MPOLEHT BEPHO BBHIMTOJHEHHBIX 3aJaHHH
TECTa, OT OOIIEr0 YMCiIa 3aIaHuMH.

8.3. OLIEHOYHBIE CPEJICTBA JIJIsI IPOBEJEHUA TEKYIIENA
U IIPOMEXYTOYHOM ATTECTAILIUA
8.3.1. IIpumepHble 3aiaHMsA IS IPOBEICHNS] MUHH-KOHTPOJIBHBIX B PAMKAaX y4eOHbIX 3aHATHI
He npenycmorpeno
8.3.2. [IpumepHbIe KOHTPOJILHBIE 32/1a4M B PaMKaxX y4eOHbIX 3aHATHIA
He npenycmorpeno
8.3.3. [IpumepHbIe KOHTPOJIbHbIE KEHChI
He npenycmorpeno
8.3.4. [lepeyeHb MPUMEPHBIX BOMPOCOB /ISl 3aUeTa
Konuenmus nHpopmManmoHHoi 6€301acHOCTH.
Bunsl yrpo3. BHyTpeHHMe 1 BHELIHHE UCTOYHUKH YIpo3.
OpraHu3anroHHO-TIPaBOBOe oOecnedeHue nHPOPMAIIMOHHON 0€30acHOCTH.
VYrpo3bl B UHOOPMAIIMOHHBIX CUCTEMAX.
Crtoco0b1 321U Thl HH)OPMAITUH.
CpenctBa 3auTsl HTHOOPMAIUH.
KomnbroTepHbie BUPYCHI U aHTUBUPYCHBIE TIPOTPAMMBI.
I'ocynapcTBeHHBIE CTaHIAPTHI 10 HHGOPMALIMOHHOM 0€30MacHOCTH.
[Tonsitne nHpopManoHHOM 6e30macHOCTH. YTpo3bl. MexaHnu3mel aHanu3a yrpo3. UuctpymeH-
TapHil MOCTPOCHUS pyOexeil.
10. Ocnoss! kpuntorpadun. llnpposanue n konguposanue. OOIIHE TPUHITUITE H MOJIEIH.
11. 3amuTa OT HECAaHKIIMOHUPOBAHHOTO JTOCTYTIA.
12. TIpocteie mmudpsl. [udp npoctoit 3amenst. [udp Lesaps (mmdp casura, xox Llezaps, casur
Lle3zaps).
13. llIndp BepTHKAIBEHO IEPECTAHOBKY (TIepecTaHOBOYHBIN MU, MHdporpamMma 1o BepTHKa-
JISIM).
14. 'amMupoBanue (METOJ CHMMETPUYHOTO MIU(POBAHUS).
15. Metozs! pactmdpoBku 3ammdpoBaHHOi nHbopMmanuu. OCHOBHbBIE CITIOCOOBI KPUIITOAHAIN3A
IPOCTHIX MHUDPOB.
16. OcHoBHBIE METO/IbI KPUIITOAHAIM3A. ATaKa Ha OCHOBE MIM(PPOTEKCTa, OTKPHITHIX TEKCTOB U CO-
OTBETCTBYIOIIMX IIU(PPOTEKCTOB, OJOOPAHHOIO OTKPHITOrO TEKCTA, aJATUBHO IOJ00paHHO-
IO OTKPBITOT'O TEKCTA.
17. lonmomHUTENBHBIC METOABI KPUIITOAHATN3A. ATaka Ha OCHOBE MOI00paHHOTO MHU(PPOTEKCTA,
oJ00paHHOTO KITt04a. BaHIUTCKUI KpUNTOaHAIN3
18. CummeTpuunble kKpunitocucteMbl. Cxema, cetb Deiictens (Horst Feistel, Feistel network,
Feistel cipher). Cranaaptsl 0104Hor0 mudposanus. Oenepanbueiii crangapt DES.
19. CummeTrpuunbie kpuntocucTembl. Anroput™ mudposanus ['OCT 28147-89 (Marma), 'OCT P
34.12-2015 (Ky3Heuuk). pexXxuMbl IIH(PPOBAHHUS U TAMMUPOBAHHS.
20. CuMMeTpHYHBIEC KPUIITOCUCTEMBI. Aroput™ Os10uHoro mudposanus Rijndael - Advanced
Encryption Standard (AES).

©CoNo~WNE
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21. Araku Ha Gounsie mmdpsl. Juddepenimansasiii kpuntoananus. JnddepeHnnansHbii Kpur-
TOAHAJIN3 Ha OCHOBE OTKAa30B YCTPOICTBA.

22. Araku Ha Onounsie mmdpsl. JIuHelHbIi kpunroananu3. CuiioBas aTaka Ha OCHOBE pacIipesie-
JICHHBIX BBIYMCIICHUH.

23. TloTounsle mmdpsel. PerucTprl caBura ¢ 00paTHOM CBA3BI0. AJTOPUTM NOTOYHOTO MHU(POBa-
uust RC4 (Rivest cipher 4, Ron’s code; ARC4, ARCFOUR).

24. OcHOBHBIE TeopeMBbl Teopuu uncel. [IpoBepka uncia Ha mpocToTy. D (HEKTUBHBIE ANTOPHUTMEI
BO3BE/ICHUS B CTEIICHb.

25. Kpunrocucrema RSA (Rivest-Shamir-Adleman — kpunrorpadu4eckuii airOPUTM € OTKPBI-
TBIM KJII04OM). YcTpoiictBo RSA. DddextuBHocTs peanuzanuu. Kpunrocroiikocts RSA.

26. Araku Ha kpunrocucteMy RSA. Ataka Ha OCHOBE BRIOpaHHOTO (P TeKcTa. ATaka Ha OCHO-
Be oOmero RSA moxyins. PackpbiTue Manoro nokasaTesns mWuppoOBaHUs.

27. Kpunrrocuctema Dnb-I"amans (Elgamal). Berancnenne u nposepka noanucu. Lndposanue n
nemudpoBanue. IHHEeKTUBHOCT pealn3alum.

28. MeTo/1 3KCTIOHEHITMATBHOTO KITtoueBoro oomMeHa Jnpdu-Xenmana. [IpoTokosn KirodeBoro 00-
MEHa JUI1 HECKOJIbKUX yYaCTHUKOB.

29. Xem-dynkmun. [Torstue xem-gpynkunu. OCHOBHBIE CBOMCTBA OTHOCTOPOHHUX ()YHKIIHH.
MD4 (Message Digest 4), RFC 1186 (The MD4 Message Digest Algorithm).

30. udposas noanuce. [lorstue mudporoit noanucu. OCHOBHBIE TIPUHIIUIIBI U OTIWYHUS OT pe-
anpHOM moanucu. AnroputMsl udposoit moxnucu - TOCT P 34.10-2012. DSS (Digital
Signature Standard).

31. 3akoH 00 snekTpoHHON 1M (poBoit moanucu B Poccun. Y goctoBepsionye eHTphl.

32. [IpoTokosbl renepanuu kimoueid. CirydaitHbie Kiroud. [IpoToKoIbI pactpeeneHus Kiode.

33. Paznenenue cexpera. Cxema pasznesnenus cekpera [llamupa.

34. [IpuMeHeHre TOMEX0YCTOWYMBBIX KOAOB B kpunrorpadun. HeBondHble TUKIMIECKHAE KOBI
Puna-Comnomona(Reed—Solomon codes).

35. Bepudumupyemoe pazaeicHue ceKkpeTa.

36. «I1lapags» ¢ BpemeHHbIM 3aMkoM (Time-lock puzzles and timed-release Crypto). [Toctpoenue
«u1apaa» ¢ BpeMeHHbIM 3aMKoM. Pemenue «Illapagsn»

37. KBantoBas kpunrorpadus - OCHOBaHHas Ha MPUHLIMIIAX KBAHTOBOM (hn3nku. KBaHTOBBII mpo-
TOKOJI pacnpesieieHus Kitodel. Paciipenenenue Kito4yei B ONTHUECKUX CETAX.

38. Kpunrorpaguieckne npoTOKOJIbL: 00ECIIEYCHHE PA3IMYHBIX PEKUMOB ayTCHTU(DHUKAINH; TeHE-
panus, pacupeeseHUe U corjaacoBaHue KpUNTOrpahuuecKux Kirouei; 3aluTa B3auMoie -
CTBHI yYaCTHUKOB; pa3JeJIeHIE OTBETCTBEHHOCTH MEX/Y YIaCTHUKAMH.

39. JlokazaTenbCcTBO NMpUHAANICKHOCTH (Zero-knowledge proof). JlokazaTenbcTBO mpu 0TKa3e OT-
npasuTens. Jloka3aTeabCTBO MPU OTKA3€ MOIydaTes.

40. HopmaTuBHO-TIpaBOBOE 0OecrieueHrne nHGpopMaIrmoHHOW 0€301MacHOCTH.

41. Knaccudukanus cekpeTHoit napopmarmu B Poccun. CinyxeOHasi, KoMMepUecKas U Tocyaap-
CTBEHHAs TalHBI.

42. 3akonbl PO: «MHbopMarim, nHPOpMATH3aLWHU U 3a1IUTe HHPOPMALIUN; 3aKOH O IIEPCOHAITb-
HBIX JTaHHBIX

43. Crangaptel Ub: ISO/IEC 15408; pykooasmue gokymeHTsl ®CTOK; OpankeBasi KHUTa
(Kpurepuu onpenenenust 6€30MacHOCTH KOMITBIOTEpHBIX cucteM - Trusted Computer System
Evaluation Criteria; PaxyxHas cepus).

44 Tlonutuka 6€301macHOCTH. Y pOBEHb rapanTupoBaHHoCTH. Kiacerl 6e3onacHoctu. besonac-
HOCTb pacnpenesieHHbIX cucteM. Pekomennanmu X.800.

45. Ponu 1 OTBETCTBEHHOCTH CYOBEKTOB MHPOPMALIMOHHOTO IpOCcTpancTBa. [IpuHiun pacmpee-
JIEHHUs OTBETCTBEHHOCTU. MaTpula pacupeaeneHus J0CTya Ui COTPYAHUKOB OpraHU3alUH1.

46. IlonsTre ynpasieHus: puckamu. KauecTBeHHBIE M KOJIMYECTBEHHBIE METOIUKU OLIEHKU PUCKOB.
KonnuectBennas moaens puckoB QRM (Quantitative Risk Model). Ouenku no koHpUACHITN-
JIbHOCTH MH(OpPMAITUH.

47. Tlonutuka napopManmonHoi 6e3onacHoctH. Llenn u 3amaun opranuzanuu. Bzanmoaeiicteue
MexXay cyobekramu. [IpaBuia 6e30macHOCTH.
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48. Tlonmutrka MHPOPMAIMOHHONW OE30MMaCHOCTH IS JIOKAJTbHON BBIYUCITUTEIIBHON CETH.

49. Mecto kpunrorpaduu B 3amure nHpopmanun. @usnueckas 3amura. Creranorpadus. Kpumn-
Torpadusi.

50. [Mpeamert kpunrorpaduu. MareMaTH4ecKue OCHOBBI.

51. Uctopus kpunrorpaduu. lludp Lezapsa. Cuurtana. Mapmpyrnas nepectanoBka. Ksagpat Ilo-
Tuous.

52. Victopus kpuntorpadun. Marndeckuii kBagpar. Tabmuma Tputemus. Pemerka Kapmano.

53. Uctopus kpunrorpaduu. [ludpp Buxenepa. [ludp [Tneidepa. [Tpunmun Kepkrodddca.

54. Uctopus kpunrorpaduu. Jlenta Bepuama. Juurma.

55. Maremarudeckre ocHOBBI Kpuntorpaduu. «Teopus cBsizu B cekpeTHbIX cucteMax» LllenHoHa:
MaTeMaTH4eCKasi CTPYKTypa CEKPETHBIX CUCTEM.

56. Maremaruyeckre oCHOBBI Kpunrorpaduu. «Teopus cBsi3u B cekpeTHbIX cuctemax» LllenHoHa:
TEOpPETHYECKAsi CEKPETHOCTb.

57. Maremaruyeckre oCHOBBI kKpunrorpaduu. «Teopus cBsizu B cekpeTHbIX cucteMax» LlleHHoHa:
MPaKTU9IeCKasi CEKPETHOCTb.

58. duznyecKkre HOCUTENN KOJIOB MapOoIeH.

59. TpeboBaHMs K CHIEIHATHN3UPOBAHHBIM CPEICTBAM 3aIIUTH HHOOPMAITUH OT HECAHKIIMOHUPO-
BAaHHOI'O JOCTYTIA.

60. Oprannzanusi BUPTyalbHbIX JIOTHYECKUX JIUCKOB

61. OnHOYpOBHEBAS MOJIENb Pa3TPaHMUYCHHS OCTYIIA, JOCTOMHCTBA U HEJJOCTATKH.

62. MHOroypoBHEBasi MOZIEIIb pa3rpaHUUEHHsI JOCTYIA, JOCTOMHCTBA U HEIOCTATKU.

63. IIpuMeHenue crenuaau3upOBaHHBIX TPOTPAMMHBIX CPEACTB 3aIUTHl HHPOPMALIUH, UX JOCTO-
MHCTBA U HEJJOCTATKU

8.3.5. IlepeuyeHb MPUMEPHBIX BOMPOCOB sl IK3aMeHAa
He npenycmorpeno

8.3.6. Pecypcrl AIIUM Yp®@Y, CKY/l Yp®@Y 1Jisi IpoBeeHHsI TECTOBOI0 KOHTPOJISI B paMKax
TeKyIlleil U MPOMeKYTOYHOI aTTecTaluu
He npenycmorpeno
8.3.7. Pecypcbl @II1O nuisi npoBeieHNsI HE3aBUCMMOT'0 TECTOBOI'0 KOHTPOJIA
He npenycmorpeno
8.3.8. UHTepHeT-TpeHaKePHI
He npenycmorpeno
8.3.9. IlpumepHbie TPeOOBAHUSA U 3aJaHUS VISl JOMAIIIHEeH padoThI

CryneHTam npeajiaraeTcs IOJAITOTOBUTh U CIeaTh JOKIA (B BUJIE TIPE3CHTAIIMH) TTO BRIOPAaHHOM TeMe.

O0beM paboThI 3aJa€TCSI BpEMEHEM, OTBOJIMMBIM Ha Mpe3eHTanuto — 10 10 MUHYT.
[IpumepHas TeMaThKa TOKJIaJA0B IpuBeeHa B 1. 4.3.1
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