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1. OBIIASA XAPAKTEPUCTUKA JUCHUIIJINHBI TEXHUYECKHUE CIIOCOBBI U
METO/[bI 3ALLJUTHI HHDOPMALIHH

1.1.AHHOTAIMS COAEPKAHMUS AUCITUNIMHBI

OcHoOBHOM HEJIbK HU3YUYCHUA OUCHUIIIIMHBI SABJIACTCA YCBOCHHUC TCOPCTHYCCKUX 3HaHI/II\/JI,
NPAaKTUYECKMX YMEHUH M HaBBIKOB MPHUMEHEHHsS COBPEMEHHBIX TEXHOJOIMi obecredyeHus
MH(pOpPMaLIMOHHON O€30MaCHOCTH.

JucuumuinHa sBJIseTCs 4acThlo MOAYNS «OKOHOMHYECKas O0€30MacHOCTh» M IpeJlHa3Haydas
Uit GOpMUPOBAHUS Yy CTYICHTOB HABBIKOB aHajiW3a M BHIOOpA CPEACTB 3alUThl HH(POPMAIIHH,
UCTIOJIb30BAaHUS CPEJCTB 3alUThl MH()OPMAIIUK, HAaBBIKOB pa3pabOTKH U peanu3alii MEepONpUsTHI
Mo OO0eCMeYeHnIo 3aIuThl WHPOPMAIMH, peaTu3aliy MEpPONpPHATHH i oOecleueHus Ha
npeanpusTHH (B OpraHu3aluM) IesTeIbHOCTH B 00JacTH 3ammThl MHGopManuu. B mporecce
HU3YUCHUA JUCHUINUIMHBI CTYACHTBI TaKXKXC II0JYYalOT HABBIKW TIPOBCACHHA aHalin3a CTCIICHU
3alIUIIEHHOCTH HMH(OpPMaluM U ydyaTcsl OCYILECTBIISATh MOBBIIIEHHWE YPOBHS 3aIIUTHl C YYETOM
Pa3sBUTHA MAaTEMATUYCCKOI'o U IMMpOrpaMMHOI0 o0ecIieYeHHsT BEIYUCIUTEILHBIX CUCTEM.

1.2. SI3bIk peasu3anuy NPOrpamMMbl - PyCCKHAN

1.3. Ilnannpyembie pe3yJbTaTbl 00y4eHHS 110 AU CUHUILINHE
Pe3ynpraToM 00yueHHUs B paMKax AUCLUILIMHBI ABJIETCS (YOPMUPOBAHUE Y CTYACHTA CICAYIOLINX

KOMIIETEHITHN:

e crnocoOHOCTh paboTaTh € pa3IMYHBIMH WHGOPMAIMOHHBIMH pPECypCcaMH H TEXHOJOTHSIMH,
IPUMEHSATh OCHOBHBIE METOJbl, CHOCOOBI M CpEACTBA IOJYYEHHUs, XpaHEHHs, IIOMCKa,
cucTeMaTu3anuu, 00padoTku u nepeaaun napopmaimu (OK-12);

e CcrnocoOHOCTh BBIOMpAaTh HMHCTPYMEHTAJbHBIE CpeAcTBAa sl 00pabOTKM  (HUHAHCOBOW,
OyXraJTepCcKoi U MHOW 3KOHOMHYECKON HHPOpMAIHK U 000CHOBBIBAaTH CBO# BoIOOD (ITK-29);

® CHOCOOHOCTBIO OCYHIECTBIIATH IKCHEPTHYIO OLEHKY (DaKTOpoB pHCKa, CHOCOOHBIX CO37aBaTh
COLMAIbHO-)KOHOMMYECKHE CHUTYallud KPUTHYECKOTO XapakTepa, OIEHHWBAaTh BO3MOXKHBIE
HSKOHOMHYECKHE MOTEPH B Cllydae HapyIICHUs SKOHOMHYECKOW M (PHHAHCOBOI 0e301MacHOCTH,
OTIpeNIeNIATh He0OX0IUMbIe KoMITeHcarnoHHbIe pe3epsbl (ITK-40).

B PE3YIbTATC OCBOCHUA JUCHHUIIIMHBI CTYACHT OOJIKCH:

3HaTh:

® TIOHATHE U POJIb HHPOPMAIIUH, COACPIKAIICHCS B KOMITBIOTEPHBIX CETAX;

e OCHOBBI HH()OPMALIMOHHON 0€30MACHOCTH U 3alUThI HH(POPMAITUH,

® THIIOBBIC MPOrPaMMHO-ANIAPATHRIC CPEJCTBA M CHCTEMBI 3allIUThI MH(POPMAIIMK OT HECAHKIIHO-
HUPOBAHHOTO JIOCTYIa B KOMITBIOTEPHYIO CPENY.

YMeTs:

® peannu30BBIBATh MEPONPUATHS JUIsl OOECTICUSHHUS HA IPEAIPUSTUH (B OpraHM3alum) JesITeIbHOCTH
B 00JIaCTH 3alUThI UH(OPMALIUH;

® TPOBOIUTH AHAIM3 CTETEHH 3ALTUIIECHHOCTH HH(POPMALUHK M OCYIIECTBIISATH TOBBIILICHUE YPOBHS
3AIIUTHI C YYETOM Pa3BUTHS MAaTeMaTHYECKOTO U TPOrPaMMHOTO 0OECTICYEHHMS BHIYMCIIUTEIBHBIX
CHCTEM.

Braners (1eMOHCTPHPOBATh HABBIKU U OIIBIT JESITEILHOCTH):
e HaBbIKAMM aHAJIN3a U BBIOOPA CPEJCTB 3aLIUTHI HHPOPMAIINY,
e HaBbIKAMM HCIOJIb30BAHUS CPEACTB 3AIUTHI HHPOpMaLUH,
e HaBbIKaMM pa3pabOTKU U peasn3alii MEPONPUATHI 110 00eCHIeUeHUIO 3allUThl HH()OpMALUH.



1.4. O0BneM TUCHUNINHLI

Ounas hopma oOyueHus

Pacnpenesienune
o0bema
O0beM M CHUIITIMHBI
Ne AUCHMIIJIMHBI 11O
n/ Buabl yueGHoi padoTs cemectpau (1ac.)
u B T.u.
Bcero KOHTaKTHas 9
4acos pa6ora
(yac.)*
1. | AyIuTOpHBIE 3aHATUS 34 34 34
2. | Jlexkuum 17 17 17
3. | [IpakTnueckue 3aHATHS 17 17 17
4. | JlabopaTopHbie pabOTHI - - -
5. CamocrositenpHas paboTta CTyJEHTOB, 53 39,1 53
BKJIFOYAsl BCE BHJIBI TCKYIICH aTTECTAIUH
6. | [IpomexxyTouHas aTTecTarus 3(18) 2.33 3 (18)
7. | OOt o0beM 1o y4eOHOMY IUIaHY, Yac. 108 41,43 108
8. | Obmuit 00beM 1Mo yueOHOMY IUIaHY, 3.€. 3 3

*KouTakTHast paboTa COCTaBJIsET:

B 11/ 2,3,4 - KOJIMYECTBO YaCOB, PaBHOC 00BEMY COOTBETCTBYIOIICTO BH/IA 3aHSITHIH;

B I1.5 — KOJIMYECTBO YacoOB, PABHOE CyMMe 00beMa BPEMEHH, BBIJCICHHOTO MPEOAaBaTeNI0 HA KOHCYJILTAIIUY B
rpynie (15% ot o0beMa ayAUTOPHBIX 3aHATHI) U 00beMa BPEMEHH, BBIICICHHOTO TIPEIO/IaBaTelli0 Ha PyKOBOICTBO
KYpCOBO#i pabOTO#/IIPOEKTOM OJIHOTO CTYICHTA, €CJIH OHA MPEIYyCMOTPEHA.

B I1.6 — KOJIMYECTBO YacOB, PABHOE CyMMe 00bheMa BPEeMEHH, BBIICIICHHOTO IPEO/IaBaTEN0 Ha MPOBEIACHUE
COOTBETCTBYIOIIETO BH/IA TPOMEXKYTOYHOM aTTECTAIlMU OJHOTO CTYJICHTa U 00beMa BPEMEHH, BBIZCICHHOTO B pAMKax
JUCIUILIMHEI HA PYKOBOJCTBO MPOSKTOM I10 MOJYJIFO (€CITH OH MPEAYCMOTPEH) OJTHOTO CTYICHTA.

3aounas popma 00yIeHHS

Pacnpenesienune
odbeMa
O0beM M CUMIIIMHBI
Ne JAUCHUIIJIMHBI 110
n/ Bubl yueoHoii padoThI cemectpau (vac.)
o B T.u.
Bcero KOHTAKTHas 9
4acoB pa6ora
(uac.)*
1. | AynutopHbIe 3aHATUS 10 10 10
2. | Jlexuuu 4 4 4
3. | [IpakTuueckue 3aHATHS 6 6 6
4. | JIlaGoparopHbie pabOThI - - -
CaMmocTosTenbHas paboTa CTyI€HTOB
5. P TYACEOB, 80 115 80
BKJIIOYAsi BCE BUBI TEKYIIEH aTTeCTaIlluu
6. | [IpomexxyTouHast aTTeCTAIUs I(18) 2,33 3(4)
7. | OOt o0beM 1O y4eOHOMY TUIaHY, Yac. 108 13,83 108
8. | O6wmuit 00beM 1O yueOHOMY IUIaHYy, 3.€. 3 3

*KouTakTHast paboTa COCTaBJIsET:

B 11/ 2,3,4 - KOJIMYECTBO YaCcOB, PABHOC 00BEMY COOTBETCTBYIOIICTO BH/IA 3aHSITHI;

B 1.5 — KOJIMUECTBO YacOB, paBHOE CyMMe 00beMa BPEMEHH, BBIICIICHHOTO TPETIOIaBaTelIi0 Ha KOHCYJIbTALNH B
rpynie (15% ot o0beMa ayIMTOPHBIX 3aHATHIH) U 00beMa BpEeMEHH, BBIICIICHHOTO TIPENOIaBATEI0 Ha PYKOBOJICTBO
KypCOBO# pabOTON/IIPOEKTOM OJTHOTO CTYICHTA, €CIIM OHa IPELyCMOTPEHa.

B 1.6 — KOJIMYECTBO YaCOB, PaBHOE CyMMe 00beMa BPEMEHH, BBIJICICHHOTO TPETIO/IaBaTell0 Ha IIPOBE/ICHNE
COOTBETCTBYIOIIETO BHa IIPOMEXYTOYHON aTTECTAallM OQHOTO CTyIEeHTa U 00beMa BPEMEHH, BBIIEJICHHOTO B paMKax



JICLUITIMHBI Ha PYKOBOJICTBO IIPOEKTOM 10 MOJYJIO (€CIIH OH NPEIYCMOTPEH) OJTHOTO CTY/ACHTA.

3aouHas (yckopeHHas1) popma 00ydeHus

Pacnpenesienune
o0bema
O0beM IMCUMTIIMHBI
Ne JUCHUIIJIMHBI 110
n/ Bujabl yuedHoii paGoTnl cemecrpam (vac.)
" B T.u.
Bcero KOHTAKTHAasl 6
4acoB pa6ora
(uac.)*
1. | AyauTOopHBIC 3aHATHUS 8 8 8
2. | Jlexuuu 4 4 4
3. | [IpakTuueckue 3aHATHS 4 4 4
4. | JlabopaTopHbie pabOTHI - - -
CaMocTosTeNbHasg padoTa CTyIeHTOB,
5. P oA 82 9,2 82
BKJIFOYAsi BCE BUJIbI TEKYILIEH aTTECTallUU
6. | [IpomexxyTouHast aTTeCTaIus 3(18) 2,33 3(4)
7. | OOt o0beM 1O y4eOHOMY IUIaHY, Yac. 108 11,53 108
8. | O6muit 00BeM 1Mo yueOHOMY IUTaHY, 3.€. 3 3

*KouTakTHas paboTa COCTaBJISET:

B /1 2,3,4 - KOJIMYECTBO YaCOB, paBHOC 00BEMY COOTBETCTBYIOIICTO BH/IA 3AHSITHH;

B I1.5 — KOJIMYECTBO YacoB, PaBHOE CyMMe 00beMa BPEMEHH, BBIZEIEHHOTO MIPEHOAaBaTENi0 Ha KOHCYIbTAlluH B
rpynne (15% ot o0beMa ayMTOPHBIX 3aHATHI) 1 00bEMa BpEMEHH, BBIICIIEHHOTO IPEIOIaBaTeNio Ha PyKOBOJICTBO
KypcoBO# pabOTOH/IIPOEKTOM OJJHOTO CTYJEHTa, €CIIM OHA MPEIyCMOTPEHA.

B 1.6 — KOJIMYECTBO YacOB, paBHOE CyMMe 00beMa BPEMEHH, BBIJICICHHOTO IPETIOJIaBaTelli0 Ha IIPOBE/ICHNE
COOTBETCTBYIOIIET0 BHa IPOMEXYTOYHOH aTTECTalluM OAHOTO CTYAEHTA U 00bEMa BPEMEHH, BBIACIEHHOTO B PaMKax
JICIUIIIIMHBI Ha PYKOBOJICTBO MTPOEKTOM IT0 MOJTYJIIO (€CIIH OH NPEIYCMOTPEH) OJTHOTO CTY/ICHTA.

2. COAEP/KAHUE JUCHUIIJIMHBI

Kon
pa3nena,
TeMbI

Paznen, Tema
JTUCHUILINHBI*

Conep:xanue

P1

Brenenue. Yrpo3ssl B
MH(OPMAITMOHHEIX CETSIX

OcHoBHble moHATHA. MHpOpMammoHHas 0€30MacHOCTh Kak
otpaciib. Poiab M Mecto MH(POpPMAIMOHHON OE30MacCHOCTU B
npodeccrHoHaNBHON esTebHOCTH. Buasl yrpo3. BHyTpenHue
Y BHEUIHWE HCTOYHHKH Yyrpo3. OpraHu3anroHHO-IIPABOBOE
obecrieueHne nH()OPMAITMOHHOH 0e30TacHOCTH.
CoBpeMEHHOE COCTOSHHE M NEepPCIEeKTUBBI MHPOPMAIOHHOM
Oe3omacHocTH. ['ocymapcTBeHHOE peryiaupoBaHue B cdepe
Ub. MexnyHnapoaHbie HOpMBI U cTanaapTsl o Ub.
Hapymenuns KOH(UACHIINATHHOCTH, JIOCTOBEPHOCTH,
HEeNIOCTHOCTH,  JocTynHocTtd.  Kiaccudukamuss — yrpo3
nHbopMar 1 HHPOPMAITMOHHBIM TeXHOJIOTUSIM. CyOBEKTHI
Ub. Yrpo3sl JIOCTYTIHOCTH, EJIOCTHOCTH u
KoHQueHIManbHOCTH WH(opMarmu. Kareropuu artak Ha
uHpopMaIoHHble cucteMbl. CIieHapuil THIIOBOI aTraku Ha
uHpopMaoHHyI0 cucteMy. JlokanbHBIE aTaku. Y JalCHHbIC
aTaku. ATakd Ha TIOTOK [aHHBIX. ATakd Ha TOJB30BATENd
(coumanpHasi MHXKEHEpHs).

P2

Be3omacHOCTh OIepalnOHHbIX
CUCTEM U IPOTPaMMHOTO
o0ecrieueHnst

Cpencrna 3aIUTEI nHpOPMAIUH u obecrieueHus
Oe3omacHOCTH MH()OPMANMOHHBIX TeXHOJoTuil. OnpeneneHue
MOHSTHSL «YS3BHUMOCThH IIPOTpaMMHOI0 obecrniedeHus». O030p
METOJUK TECTHPOBAaHWS W  BBIABICHHSA  ySI3BUMOCTEHL.
OpraHu3aiioHHbIE Mephl 0 00ecneyeHHnio 0e30NacHOCTH




Kon
pa3nena,
TeMbI

Paznen, Tema
JTUCHUILINHBI*

Conep:xanue

MCTIOJIB30BAHMUS POIPAMMHOTO 00eCTIeUeHH .

Cpenctsa uACHTU(UKALIUN u ayTeHTU(UKAIIUU
M0JIb30BaTENEH. I'pynmst 0e30MmacHOCTH. [Tonutuka
peructpauun  cobeituii. ludposanne. KopnopatuBHas
oesomacHocTh.  Cmyx0bl  ceprudukanuu.  BcerpoeHHBIN
Firewall. [Monutuka OrpaHUYCHUS UCTIOJIb3YEMBIX
npwiokeHnid. CpencTBa 2JIEKTPOHHOW ITUGPOBOM TIOITUCH.
3ammra OT MakpoBHpYcOB. lLleHTpann3oBaHHBIE CpeACTBa
ynpasineHusa. KommbploTepHble BUPYCHI M aHTHUBHPYCHBIE
cpeacTBa. AHTHBHPYCHOE IpOorpaMMHOe oOecredeHue
(ABIIO). O630p TexHomoruit u upowmsogureneii ABIIO.
IIpaktuka npumenenus ABIIO. DmienoHupoBaHHBIE CHCTEMBI
aHTHBHpYcHOH 3amuThl. Ataku Ha ABIIO.

P3

Croco0bl U CpeacTBa 3aITUTHI
HHPOpMALUH

OCHOBHBIE CIOCOOBI M CPEICTBA 3allUTHl HWH(POPMAIIHH.
Cucremsl 3auThl HHOOPMALIUH.

OcHoBbl kpunrorpaduu. TepMHUHOIOTHS 1 OCHOBHBIC TIOHATHUS
kpunronorud. OCHOBHBIE acTieKThl Kpunrorpaduu. OCHOBHBIC
acreKThl Kpunroanaiusa. [lleHoHOBCKHE MOIEH
kpunrorpaduu. TeopeTrko-nHGOPMAITOHHBIE OLIECHKH
CTOWKOCTH CUMMETPUYHBIX KPUIITOCUCTEM.
Kpunrorpapudeckue METOAbI 3aIIUThI HHOOPMAIHH.
KoMIbIOTepHbIC BUPYCHI U AHTUBUPYCHBIC IPOTPAMMBI

P4

Kpunrorpaduueckue metoant
3anUTH HHpOpMan

OCHOBHBIE TPUHLIUITBI KOAUPOBaHUs. OCHOBBI 3KOHOMHOT'O
KoaupoBaHus. BeeneHue B Teopuro koaupoBaHus. OCHOBBI
9KOHOMHOTO KoaupoBaHusi. CxkaTtre 6e3 motepb HHQOpMAaIHH.
Crkarre ¢ morepsamu nHbopmanun. Komepsl, 0CHOBaHHEIC Ha
cucreme cxxaTus 0e3 morepb uHpopmanuu. OCHOBHBIC
MeTo 6 ToOyKBeHHOTO KoanpoBanusa. Kox Xaddmana. Kox
Ilennona. Ko [lennona-®ano. Kox ['mnsoepa-Mypa.
ITomexoycroitunBoe konupoBanue. Koasl ¢ obHapyxeHneM
omnbok. Koapl ¢ ucnpasienuem omubok. JInneinsie
610K0BEIe KO1bl. Kogpl XoMmmuHTa. IUKIIHIecKue Ko bl.
IlceBnocnyualinele TOCIEIOBaTENbHOCTH. PaBHOMEpHO pac-
MpeaeNieHHasl CiayJaiHas MOCIeqOBaTeIbHOCTh. AJTOPHTMEI
TeHEepaluy ICEBAOCIYYalHbIX MocinenoBaTenbHocTed. Kon-
TPY?HTHBIE TeHeparopbl. JIMHEHHbIE W MYJIbTHUILTUKATUBHBIC
KOHTPYJHTHBIE TeHepaTopbl. HenmHeliHble KOHTPYSHTHBIE Te-
HepaTopsl. KBagpaTudHbie KOHTPYIHTHBIE TeHEpaTopsl. | eHe-
parop Oiixenayspa - Jlena c oOpamenueM. KoHrpysHTHBIH
TE€HEPATOP, MCHOJIb3YIOLIUKA YMHOXKEHUE C IepeHOocoM. Peky-
peHThl B KoHeuHoM mnose. [locnenoBaTenbHOCTH, MOpOXKAAE-
MBIE JIMHEWHBIMH PETUCTPAMHU CIBUTA C OOpaTHOW CBS3BIO.
I'eneparoper ®@ubonHaun. KpunTocroiikue reHepaTophl Ha
OCHOBE OHOCTOpOHHUX (yHKIWH. Kpunrocroiikue rexepa-
TOpPBI, OCHOBaHHBIE Ha MPOOJEMax TeopwH 4Ymcen. MeTomabl
«YJTyYILEHHs» 3JIEMEHTapHBIX MCEBIOCITYYalHbIX MOCIEI0Ba-
TeapbHOCTEH. KoMOMHMpOBaHNE aITOPUTMOB TeHEpaIlnd METO-
mom Maxknapena - Mapcaneu. KomOunupoBanue LFSR-
reHepaTopoB. KoMOWHUpOBaHWE C MOMOIIBIO IICEBIOCTYYai-
HOTro TnpopexuBaHus. KOHIpysHTHBIN reHeparop co ciydaii-
HBIMM [1apaMeTpaMHu.

TecTupoBaHue 4YnceNn Ha MPOCTOTY M MOCTPOCHUE OONIBIIMX
MPOCTHIX Yucel. MeTtom mpoOHBIX neneHnid. Pemero Dparo-
ctena. Kpurepuii Bunbcona. Tect Ha OCHOBE MaJloif TEOPEMBI
®epma. Tect Comomes - Illtpaccena. Tecr Jlemanna. Tect
Pabuna - Muwuepa. [lonmMHOMHAIBHBIA TECT paclo3HaBaHUS




Kon
pa3nena,
TeMbI

Paznen, Tema

Conep:xanue
JTUCHUILINHBI* aep

npoctoThl. Tect Konsiruna - Ilomepanca. Meron Muxanecky.
Teopus cpaBHeHHs1 ApupMeTrka BeraeToB. OyHKIMs Ditnepa.
CpaBHeHHEe TiepBOM cTerneHu. PerieHue cpaBHEHMs MEPBOI
CTEIIEHU C HUCIOJIb30BaHUEM anroputma EBkinupa. Pemenue
CpaBHEHHS NIEPBOIl CTENIEHH C HCIIOIb30BAHUEM PACIIUPEHHO-
ro anropurma EBknuna. Pernenue cpaBHeHus croco0 Ditnepa.
[TepBooOpa3ueic kKOopHHU. JluCKpeTHBIE JIOTapU(MBI B KOHEU-
HOM moJie. Paznoxenue Ha MHOxwutenu (daxkropuzanms) Me-
ton depma. - dakropmzanms [lomrapga. Meron -Ilommapaa.
Meron lllepmana-Jlemana. Meron JIeHCTpEI.

[Tpumeps! cuctem mmdpoBaHus, OCHOBaHHEIC Ha MpobIeMax
teopuu uncen Cucrema mugposanus RSA. Cuctema
umdposanus Judpdu-Xennmana.

udposanue (anropuTMsl IKUPPOBaHUS). DIEKTPOHHO-

g poBas NoaNKCh (MPakTUKA MPUMEHEHH ). X IIUPOBaHHE.
Cpencra HHQPacTPYKTYpBbI OTKPBITHIX KIIOYeH. ATaKy Ha
KpUNTOorpaduuecKyro 3aluTy

TeXHOJIOTHH 3aIUThI BEIUUCIUTENIBHBIX ceTeid. O030p
CETEBBIX CPEJICTB 3alIUThI HH(POpMAIH (MEKCETEBBIE
3KpaHbl, BUPTyaJbHBIE YACTHBIE CETH, U POBaHHE,
00OHapyX EHUE BTOPXKEHUH). METO bl MPUMEHEHHUS CETEBBIX
C3U. OcHoBbl Oe30macHoi paboThl B ceTu MHTEpHET.
BbezomnacHOCTb 371€KTPOHHON KOMMEPITMH. besonacHOCTh
OecrpoBoAHBIX TexHOIOTHUH. CTaHIapThl 0€30MaCHOCTH
0ecnpoBOIHBIX ceTeil. Mephl 3alUThl OT Pa3IMYHOTO BHIA
arak. Texnonoruu 3anutel Wi-Fi-cereii

CeTeBbIe CpencTBa 3aIIAThI

P5
HHPOpMALUH

CooTHoIIIeHUE YIPo3, YA3BUMOCTEH U yiep0a. DTarbl
yIpaBJieHHus prucKaMH. MeTOIUKH OIIEHKH PUCKOB. MeTo b
CHIDKEeHHUS puckoB. Opranuszanus CUCTeMbl HH(OPMaMOHHON
OezomacHocTy mpennpuarys. [loctpoeHne cucTeMsr
ynpasienus napopmauonnoit 6esonacuoctu (CYUB)
npennpusatus. O0mue mpaBmwia 6€30MaCHOCTH TIPEATPHUSITHA.
Apxurektypa CYUB. HacTpolikn OCHOBHBIX KOMIIOHEHTOB
CVYUB. KopriopaTuBHBIC ITOJTUTHKH HHPOPMAITMOHHON
0e30macHOCTH.

CranaapTsl 00IIero Ha3HAYEHHUS, CTAHAAPTHI IO
kpunrorpadudeckoi 3ammre. CTaHIAPTHI, PYKOBOISIINE
METOJIMUCCKUE MaTepHalIbl HH(POPMAIIOHHON 0€30MacHOCTH

VipaBieHue pucCKaMu
Pé6 UH(pOPMaOHHOH
0Oe30macHOCTH

3. PACIIPEAEJIEHUE YYEBHOI'O BPEMEHU

3.1. Pacnpenenenue ayauTOpHOIN HArPy3KH U MEPOIIPUSATHN CaAMOCTOSITEIHHOM PaOOTHI TIO
pasaciaM JUCHUTITINHBL
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3aounas popma oOydeHHs
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O6beM gvcumnnunHbl (3a4.ed.):3

AyaouTopHbI
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4. OPTAHU3ALIUSI HPAKTUYECKHX 3AHSITUI, CAMOCTOSITEJIbHO PABOTHI
MO JUCHUIJIMHE

4.1.

JlaGopaTtopHblie padoThI

He npedycmompeno

4.2. TIpakTH4YecKue 3aHATHUS
Ounas dopma oOyueHus
s - Bpems Ha
S S 2| Homep P
= Tema 3ansaTus NMpOBeIeHUE
2 2| sansaTHA
8 3aHaTHA (4ac.)
P1 1 Yrpo3sl B ~HPOPMAITMOHHBIX CETAX 2
P2 2 be3onacHOCTh oneparimOHHBIX CUCTEM 15
P2 3 be3omacHOCTh mporpaMmMHOro obecredeHus 15
P3 4 CnocoObI ¥ CpeICTBA 3aIUTHI HHPOPMAIHH 2
P4 S OcHOBBI KOAMPOBAaHUS HH)OPMAITHH 2
P4 6 MareMaTHueCKUe OCHOBBI KpUNITOTpahuu 2
P4 7 Kpunrorpadguueckue MeTo/ bl 3aIMTH HHPOPMALIUU 2
PS5 8 CereBble cpeCTBa 3aIIUTHI HHQOpPMALMH 2
P6 9 VYnpasnenue puckamu HHQOPMALIMOHHON 5
0€3011aCHOCTH
Bcero: 17
3aounas popma 00ydeHHS
g - Bpems Ha
= g 2| Homep P
§ = = Tema 3aHATHA npoBe/ieHue
o 2| sanaTHA
8 3aHaTHsA (Yac.)
P3 1 Crioco0bl B CpeICTBA 3aLIUTHI HH(OpMAIHU 1
P4 2 Kpunrorpadguueckue METO bl 3alIUTHI HHGOPMAIHU 2
P5 3 CerteBble cpe/icTBa 3aIIUThHI HHOOPMALIUU 2
P6 4 VYnpasneHnue puckamu HHQOPMALIMOHHON 1
0€3011aCHOCTH
Bcero: 6
3aounas (yckopeHHas ) popma oOydeHHs
g - Bpems Ha
= ¢ 2| Homep P
S X3 Tema 3anaTus NpoBeieHne
2 2| sansTHA
8 3aHATHA (Yac.)
P3 1 CniocoObI ¥ CpeICTBA 3aIUTH HHPOPMAITHH 1
P4 2 Kpuntorpaduueckre MeTo bl 3aIIUTH HH(DOpMALIUU 2
PS5 3 CerteBble cpeicTBa 3aIUTHI HHPOPMALIUU 1
Bcero: 4

4.3. IlpumepHasi TeMATHKA CAMOCTOATEILHOW padoThI




N

SR

o

10.

11.
12.

13.
14.
15.
16.
17.
18.
19.
20.
21.
22,

23.
24,
25.
26.

217.
28.
29.
30.

31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.

4.3.1. IlpumepHblii NepeyeHb TeM JOMAIIHUX PadoT

Kpunrorpaduueckue cpeactsa 3amutsl HHGopMmaiyu B ctangapre GSM 1 ux CTORKOCTb.
HccnenoBanue anroputMa nmotouHoro mudposanust RC4.

Oco6eHHOCTH TPUMEHEHNUS IIU(PPOBOI MOAMUCH BCIEMYIO B TPOTOKOIAX 3JIEKTPOHHOTO Ta-
HOTO TOJIOCOBAHUSI.

HoBble amMmepukaHCKHe CTaHIApThl PEXUMOB MUGPOBaHUS ¢ ayTeHTU(UKALIUEH.

CxeMbl KpUNITOCUCTEM Ha OCHOBE MAPHBIX OTOOpaKeHHIA.

Mertonb! 3¢ (heKTUBHON peanr3aluy cXeM 3IeKTPOHHON IU(PPOBOI MOANNUCH Ha OCHOBE
TPYIIIBI TOYEK DJUTHNITHYECKUX KPUBBIX.

Bo3morxkHOCTH ITpeobpa3zoBaHMs 0T€YECTBEHHOTO CTaHAapTa LU(PPOBOM MOJIUCH B CXEMY
1M (pPOBOM MOJMUCH BCIIEIYIO.

CpaBHeHue KpUnTorpau4eckux CpesiCTB pa3IMyHbIX POTOKOJIOB MOOMIIBHBIX TIATEXKEH.
HccnemoBanme CBOMCTB MOJCTAHOBOK Ha TBOMYHBIX BEKTOPAX MPU MAIIBIX PA3MEPHOCTSIX U
UX MPUMEHEHHE NPU TOCTPOCHUH Y3JI0B AITOPUTMOB IIU(PPOBAHHUS.

Pemenue npoGaemMbl HOBTOPHOM TpaThl

(https://ru.wikipedia.org/wiki/J/IBoiiHOE _pacxojioBaHKEe) KPUNTOrpadUueCKUMHU METOJIaMH B
cXeMax AIIEKTPOHHBIX TUTATEKEH.

AHanm3 N0JX0/10B K POJIEBOMY YIPABJICHUIO JOCTYIIOM

Aynut 0e30nmacHOCTH HH(GOPMAIIMOHHON CUCTEMBI € UCTOJIb30BAHUEM TECTA Ha IPOHUKHO-
BEHHE

Aynut nuHpOpMaIMOHHON 6€30TaCHOCTH

BelsiBiIeHHE HAapyIIEHUI 3aKOHOAATENbCTBA B ceTu MIHTEpHET

BeisiBIeHNE TPU3HAKOB, ONPEAENIAIONUX ITPYIIIBI IO HHTEPECAM

udposanue nnpopmanuu. Lleas, MmecTo, mpuMeHeHHE

3ammra THPOPMALUHU NPEANPHUIATHS OT YTEUKH 10 TEXHUYECKUM KaHallaM

3anmra KOHPHUIESHIMAIHLHON HH(OPMAIIK Ha MPEANIPUATUAX 110 (popMaM COOCTBEHHOCTH
3aimra NepcoHaIbHbIX JaHHBIX HA IPEANPUATUAX

Kpunrorpaduueckue MeTop! 3aUTHl HHPOPMALIUT

Kpunroananus anroputmoB: Hughes XPD/KPD, Nanoteq

Kpunroananus renepatopos: «cton-nomém» Both-Piper, DNRSG, I'edda, Jxen-
HUHrca,kackaza ['omimanHa

Kpunroananus motokossix mudpos: Gifford, A5, LFSR

3ammra THPOPMALMOHHON U MHTEIJIEKTYalbHOM COOCTBEHHOCTH

WudopmanmoHHbIe yrpo3bl MPEITPUHAMATEIBCTBY

HccnenoBanue mpobiemM HHGOpMaIMOHHON 0€30IaCHOCTH U 3alUTa HHPOPMALIUU TEPPUTO-
pHATBFHO Pa3HECEHHBIX IIEHTPOB 00Pa0OTKU JAHHBIX

HccnenoBanue mpobiaemM HHGOpMaIMOHHON 0€301acCHOCTH MOOMIIBHOTO JOCTYIa
HccnenoBanue TEHACHIINHI Pa3BUTHS MEXCETEBBIX SKPAHOB MPUKIATHOTO YPOBHS
JIunelinas clI0XHOCTH reHepaTopoB Ha 6a3e LFSR

Mecto DLP-cuctem (mpenorspamienne yreuek, Data Leak Prevention) B coBpeMeHHO
CTPYKType obecneueHns HHPOPMAIMOHHOM 6€3011acHOCTH aBTOMAaTU3UPOBAaHHON MH(OpMa-
LIHOHHOM CHCTEMBI

OueHka pucKkoB HHPOPMALMOHHOW 0€30MaCHOCTH MpU o0ecnieueHnu JocTyna B MHTepHeT
3ammuTa nHGOpMaIMK B 00JTAYHBIX CEPBHCAX

Opranu3anroHHO-TIPaBoOBOe o0ecrieueHrne HHPOPMALMOHHOM 6e30macHOCTH Ou3Heca
OpraHu3anroHHO-IIPABOBbIE MEPBl O0ECIIEUCHUS PEKUMa 3aLUTHI HH(OPMALUU
Opranuzanus HHPOPMALMOHHOM OE30MACHOCTH B KOMMEPUECKOM CEKTOpe

Opranuzanus cucteMbl 0€301aCHOCTH KOPIOPATUBHBIX MH(YOPMAIIMOHHBIX CUCTEM
3ammra uHGOpMaLKU 1 HHPOPMAIIMOHHAsA O€30MaCHOCTh (PMHAHCOBBIX OpPTraHU3aAIMNA
OneHka 5KOHOMHUYECKOH AP HEKTUBHOCTH CUCTEMBI 3allUThl MH(OOPMAIMK B OPraHU3aLIH
[Tpumenenue (He)KkBaTMPUIUPOBAHHOHN SJIEKTPOHHOM MOIITUCH.

AHanu3 gesaresnbHOCTH PockoMHaa30pa B KOHTposie MHTepHeTa

3ammra uHGOpManuu 1 odbecrnedyeHrne HPOPMALMOHHON 6€30macHOCTH HHPACTPYKTYPHI
LEHTP 00paObOTKHU JTAHHBIX
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https://ru.wikipedia.org/wiki/Двойное_расходование

42.

43.

44,

45.
46.
47.
48.

49.
50.
51.
52.

53.
54,
55.
56.

S57.

Pa3paboTtka pexomeHanuii o MOBBIIEHUIO 3PGEKTUBHOCTH 3alIUThl HH(OPMAaILIUK B KOP-
MIOPaTUBHOM CeTH Mepeaun JaHHBIX

Pa3paboTka TeXHHUYECKOTO 3aJaHusI HA MTOJICUCTEMY oOecriedeHust HH()OpMaIMOHHON 0e3-
ornacHocTH 0a30Boi MH(PaACTPYKTYphl KATOCTPO(HO-yCTOHUNBOCTH

Pa3paboTka 3cKM3HOIO MPOEKTa CUCTEMBI 0OecrieueHrss HH(OPMallMOHHON 0€3011acHOCTH 3a-
JaHHOT0 00BEeKTa MH(OpMATH3ALUN

OreHKa ypOBHS yrpo3 MPU pacpOCTPaHEHUH HH()OPMAIHH B COLMAIBHBIX CETIX
PerynupoBanue nedarenbHOCTH ¢ MpuMeHeHHeM kpunrorpaduu B Poccun
Nudopmarnmonnas 6€301macHOCTh U 3amuTa HHbopMaIuu B chepe AIeKTPOHHON TOPTOBIIH
Cospemennbsie DDoS-ataku (Distributed Denial of Service, pactipenenénnas ataka Tuma oT-
Ka3 B 00CIIy’)KMBaHWM) KaK yrposa Jijisi OuzHeca B IHTepHeTe: METOBI U CPEACTBA 3aLTUTHI
[TpoOaembl aBTOpU3aLU CYOBEKTa JOCTYTA

TeHneHH pa3BUTHSL OTEYECTBEHHBIX CPEICTB AIEKTPOHHON TIOIHCH

AHanm3 UHIUICHTOB MH()OPMATMOHHON 6€30MaCHOCTH B OPraHU3aluu

CrpykTypHupoBaHHE MacCHBa COOBITHI U MHIIMIEHTOB HH(POPMAIIMOHHON 0€30MaCHOCTH C
MCIOJIb30BaHUEM CIIEUATU3UPOBAHHOIO IPOIPAMMHOI0 00ECTIEUeHHUS

MeTobl pa3rpaHUUEHUS JOCTYIa B KOMIIBIOTEPHBIX CUCTEMAaX M UX MIPaBOBas periaMeHTa-
s

VYnpapneHue HHIMIEHTaMU HHPOPMAIIMOHHOM 0€30MacHOCTH Ha MPEeANPUSTUI
TexHnuueckoe peryianpoBanue HHGopMamoHHoi 6e3omacHocT B Poccuu 1 3a pydexom
Obecneuenne nHGOPMAITMOHHON OE30MTACHOCTH | 3aIiTa HHPOPMAIIMH HA MPEITTPUATHIX
MaJIOTo U CpeaHero ousHeca

Opra"u3aniOHHO-TEXHUYECKUE MEPOTIPHSTHS TI0 0OecTiedeHII0 nH(opMaImoHHOM Ge3ormac-
HOCTH

4.3.2. TlpumepHblii nepeyeHb TeM rpaguyeckux pador
He npeoycmompeno

4.3.3. IlpumepHblii nepeyeHb TeM pedepaToB (3cce, TBOPUECKHX PadoT)
He npedycmompeno

4.3.4. TlpumepHasi TeMaTHKA MHAMBHUIYAJIbHbIX WJIH I'PYNIOBBIX POEKTOB
He npeoycmompeno

4.3.5. IlpumepHblii NepeyeHb TeM pacyeTHBIX padoT (IPOrpaMMHBIX MPOAYKTOB)
He npeoycmompeno

4.3.6. IlpumepHblii mepevyeHb TeM pacyeTHO-rpaduyeckux pador
He npedoycmompeno

4.3.7. TlpumepHblii NepeyeHb TeM KYPCOBBIX MPOEKTOB (KYPCOBBIX pador)
He npedoycmompeno

4.3.8. IlpumepHasi TeMAaTHKA KOHTPOJbHBIX padoT
He npedoycmompeno

4.3.9. TIpumepHasi TeMATHKA KOJJOKBHYMOB
He npedoycmompeno

COOTHOMEHME PA3JIEJOB, TEM JUCHUIIJIMHBI 1 TIPUMEHAEMbIX
TEXHOJIOT'MI OBYUYEHUA

Kon paspena, Tembl

JlncrtaHuMOHHbBIE
AKTHBHBIE METOIbI 00yUY€eHUsI o0pa3oBaTe/ibHbIE TEXHOJOTUH U

AUCUMILTHHBI
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6. MPOLUEAYPbHI KOHTPOJISA U OHEHUBAHUSA PE3YJBTATOB OBYUYEHUSA
(IIpnao:kenue 1)

7. MPOLUEAYPbI OHEHUBAHUSA PE3YJIBTATOB OBYUYEHHUSA B PAMKAX
HE3ABUCHUMOI'O TECTOBOI'O KOHTPOJIA (Ilpnnoxkenue 2)

8. ®OH ]| OLIEHOYHBIX CPEJICTB JI/Isl IPOBEEHMS TEKYLIEA 1
MPOMEXXYTOYHOM ATTECTALIMU MO JUCHUIIIMHE (Mpuinoxenne 3)

9. YYEBHO-METONMYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE
JUCIHUITVINHBI

9.1.PexoMeHayeMasi IuTEpaTypa

1.

006 nnpopmanmu, HHPOPMAIMOHHBIX TEXHOJIOTHIX U O 3ammTe HHPpopmanuu. DexepanbHbIii 3a-
koH No 149-®3 or 27.07.2006 (c u3MeHEHUsSMU U JOMOJTHEHHsIMH) Pexum noctyna:
http://www.consultant.ru/document/cons_doc_LAW 61798/

3arunaiinos FO.H. Teopus nnpopmaiiioHHoi 6€30MaCHOCTH U METOI0JIOTHS 3aIIUThl MH(OpMa-
uuu:  yd4. nocobue. M. bepmun: [upexr-Menua, 2015-253 c. Pexum pocryna:
http://biblioclub.ru/index.php?page=book_view_red&book id=276557

CrmpuueBa H. P. Anroputmel 6104HOM Kpuntorpaduu : yaeOHO-METOAMYECKOE TTOCOOUe JUIsl CTY-
JICHTOB, O0Y4aroIMXCcs 0 MporpaMMe OakajgaBpuara No HarpasieHuro noarotoBku 230100 «Mu-
(dhopMaTHKa 1 BeMHCIUTENbHAS TexHUKay / H. P. CriupudeBa; MuHUCTEpPCTBO 00pa30BaHUs U HAYKH
P®, Ypansckuii penepasibHblii yHuBepcuTeT nMeHu niepBoro [Ipesunenta Poccun b. H. Enpunna. —
ExarepunOypr : Wsm-Bo VYpan, yH-ta, 2013. — 78, [2] <c¢. Pexwum pgocryna:
http://hdl.handle.net/10995/28062

Carnees K.H., ITerpenko B.W., Yunura A.®. ®uzndeckre OCHOBBI 3aIIMThI HHGOPMALIMH; y4. TTOCO-
ove — Craponons: IM3n-Bo  CK®Y, 2015, - 394 ¢ Pexum  gocryna:
http://biblioclub.ru/index.php?page=book_view red&book_id=458285

HomnozoB H.JI. [Iporpammubie cpencTBa 3anmThl HHPopMarmu: kKoHcrekT Jiekiwii / H.JI. Jlomo3os,
T.A. TymprsieBa. — HoBocuOupck: WM3m-Bo HITY, 2015. — 63 c¢. Pexum pgocryma:
http://biblioclub.ru/index.php?page=book_view_red&book id=438307

Cxkpunnuk J[.A. O6mue Bonpockl TexHn4yecko 3amuTsl nHpopmarmu / JI.A. CkpunHuk. — M.:
Hamumonaneueiii  oTkpbITEId  yHUBepcutrer «MHTYUT», 2016. - Pexum nocryna:
http://biblioclub.ru/index.php?page=book_view red&book_id=429070

9.1.2.J/lonoHUTEIbHAS JINTEPATYPA

14


http://biblioclub.ru/index.php?page=book_view_red&book_id=276557
http://hdl.handle.net/10995/28062
http://biblioclub.ru/index.php?page=book_view_red&book_id=
http://biblioclub.ru/index.php?page=book_view_red&book_id=438307
http://biblioclub.ru/index.php?page=book_view_red&book_id=

10.

11.

12.

13.

14.

15.

06 snextponno noamucu. dexepanbubiii 3akoH Ne 63-D3 ot 06.04.2011. Pexum goctyna:
http://www.consultant.ru/document/cons_doc_LAW 112701/

O rocynapctBenHoi Taiine. 3akoH PD Ne 5485-1 ot 21.07.1993 (¢ u3MeHEHUSIMH U TOTIOJTHEHHU-
amu) Pexum noctyna: http://www.consultant.ru/document/cons doc LAW 2481/

O xommepueckoil TaiiHe. @enepanbHblil 3akoH Ne 98-D3 ot 29.07.2004 (c u3MEHEHUSIMH U J0-
nojHeHussMN ). Peskum goctyma: http://www.consultant.ru/document/cons_doc_LAW_48699/
3akon P® ot 23.09.1992 N 3523-1 (pen. ot 02.02.2006) "O mpaBoBoO#i 0XpaHe MPOrpaMM IS dJIEK-
TPOHHBIX BbIYMCIIMTCIIbHBIX MallliH u 6213 I[aHHBIX"
http://Aww.consultant.ru/document/cons_doc_LAW_1007/

VYka3 [pesunenta PO ot 16.08.2004 N 1085 (pexn. ot 31.12.2015) "Bonpocs denepanbHoi cyKObI
o TEXHUYECKOMY u AKCIIOPTHOMY KOHTpPOJII0"
http://www.consultant.ru/document/cons_doc_LAW 14031/

[Tocranosnenue [IpaBurensctBa PO ot 03.02.2012 N 79 (pen. ot 15.06.2016) "O nuiieH3upoBaHUN
JeITeIbHOCTH 110 TEXHUYIECKOW 3aruTe KoHpuIeHnansHoi nadopmarmu" (BMecte ¢ "TlonoxeHrnem
O JIMIIEH3UPOBAHHUU JICATEIILHOCTH IO TEXHUYECKOW 3aluTe KOH(UACHIHAILHONW HHMOpMAaIn')
http://www.consultant.ru/document/cons_doc_LAW 125798/

[Tocranosnenue IpaButensctBa PO ot 03.03.2012 N 171 (pex. ot 15.06.2016) "O nuneH3upoBaHum
JEATEeNBHOCTH TI0 pa3paboTKe U MPOU3BOICTBY CPEICTB 3AIUTHI KOH(UICHIMAIBLHON nHpOopManyu'”
(Bmecrte ¢ "TlonoskeHHEM O JIMIICH3UPOBAHNH JISATEIILHOCTH TT0 pa3padOoTKe U MPOU3BOICTBY CPEICTB
3aIUTEI KOH(pHUACHIHATEHON uH(popMarmun')
http://Aww.consultant.ru/document/cons_doc_LAW 127010/

Mepbl  3ammThl  MHpOpMAMM B TOCYAAPCTBEHHBIX  WH(OPMAIMOHHBIX  CHCTEMax
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/805-metodicheskij-dokument

bazoBast Mmozens yrpo3 6€30macHOCTH MePCOHABHBIX JAHHBIX MPU UX 00paboTKe B MH(OPMAIIMOH-
HBIX  CHCTeMax MepcOHaIbHBbIX JaHHbIX  (Bbimmcka). @DOCTOK  Poccun, 2008 rox
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/379-bazovaya-model-ugroz-bezopasnosti-personalnykh-dannykh-pri-ikh-obrabotke-v-
informatsionnykh-sistemakh-personalnykh-dannykh-vypiska-fstek-rossii-2008-god

Meroarka onpeseseHust aKTyalbHBIX YTPo3 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX TPH UX 00paboT-
ke B HHGOPMAIMOHHBIX cucTeMax mepcoHambHbIX JaHHbIX. DOCTIK Poccum, 2008 ron
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/380-metodika-opredeleniya-aktualnykh-ugroz-bezopasnosti-personalnykh-dannykh-pri-
ikh-obrabotke-v-informatsionnykh-sistemakh-personalnykh-dannykh-fstek-rossii-2008-god
PykoBonsmuii jokymeHT. be3onacHocTs MH(OpMAIMOHHBIX TexHonoruid. Kputepum onenku 6e3-
OMAacHOCTH MH(POPMAIMOHHBIX TexHoorui (dactu 1, 2, 3) http:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/381-rukovodyashchij-dokument
PykoBomsimuii TokyMeHT. 3amuTa OT HECAaHKIIMOHWPOBAHHOTO aocTyna K mHpopmarmu Yacts 1.
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/382-rukovodyashchij-dokument-prikaz-predsedatelya-gostekhkomissii-rossii-ot-4-iyunya-
1999-g-n-114

CpencrtBa BBIMUCIIUTEIBHON TEXHUKUA. MEXKCETEBbIE 3KPaHbl. 3alUTa OT HECAHKIMOHUPOBAHHOIO
noctyna. [lokazaTenu 3allMIIEHHOCTH OT HECAHKIMOHMPOBAHHOIO JIOCTyNa K HH(pOpPMAIUH
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/383-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-
iyulya-1997-g

ABTOMATHU3MPOBAHHBIE CHCTEMBIL 3alWTa OT HECAHKIIMOHWPOBAHHOTO JOCTyMa K WH(POPMAIHH.
Knaccudukanmss aBTOMaTH3MpPOBAaHHBIX CHCTEM M TpeOOBaHMsA 10 3ammre HWH(POpPMAIUU
http://fstec.rutekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-
marta-1992-g

CpC,I[CTBa BBIYMCITUTEIIFHON TEXHUKH. 3aI_HI/ITa OT HCCAHKIIMOHUPOBAHHOI'O JOCTYIIa K PIH(bOpMaI_II/II/I.
[lokazarenu  3alMIIEHHOCTH  OT  HECAaHKIMOHMPOBAHHOTO  JOCTYyNa K  HMH(pOpMaIuu
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
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http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/382-rukovodyashchij-dokument-prikaz-predsedatelya-gostekhkomissii-rossii-ot-4-iyunya-1999-g-n-114
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29.

dokumenty/385-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-
marta-1992-g2

3ammra OT HECAHKIMOHMPOBAHHOTO JocTyna K uHpopMmauuu. TepMuHBI M OnpeneneHus
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/386-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-
marta-1992-g3

KOHHGHHI/IH 3alllUTbl CPEACTB BEIUHCIIUTEILHON TEXHUKU U ABTOMATHU3UPOBAHHBIX CHUCTEM OT HC-
CaHKIIMOHMpOBaHHOTO  noctyma Kk uHbopMmammu  http:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/387-rukovodyashchij-dokument-
reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g4

PykoBosmuit nokyment. 3amura nHpopmanmy. CrenpaibHble 3alUTHbIe 3Haku. Kinaccudukarmst
u obrmme TpedoBanus http://fstec.ru/component/attachments/download/316

HNudopmarmionsoe coolrieHrne 00 yTBEp)KICHIUH METOIMIECKUX JTOKYMEHTOB, COJCPKAITIX MPOodhu-
JIM 3alUTHI MEeKCEeTeBBIX SKpaHoB http://fstec.ru/normotvorcheskaya/informatsionnye-i-analiticheskie-
materialy/1184-informatsionnoe-soobshchenie-fstek-rossii-ot-12-sentyabrya-2016-g-n-240-24-4278
AgepuenkoB B.W. 3amuTa nepcoHanbHbIX JaHHBIX B opraHuzanuu / B.M. ABepuenkos, M.IO.
Perros, T.P. laiinynmun. — 3-e usm., crepeor. — M.: ®JIMHTA, 2016. — 124 c. Pexxum noctyna:
http://biblioclub.ru/index.php?page=book_view_red&book _id=93260

Cepreesa 10.C. 3amura nadopmanun. Koncnekr neknuii. Yuednoe nocooue / Cepreesa 0. C.
— Mocksa :A-Ilpuop, 2011.—128.— Pexum JI0CTyTIa:
-http://www.biblioclub.ru/index.php?page=book&id=72670

[Hennon K. Teopus cBsizu B ceKkpeTHBIX cuctemax. / B kH. Jleknuu no Teopun uHpOpMAIUN U KU-
oepHeTrke.—M.: NI, 1963. - Pexum JIOCTYTA:
http:/Aww.enlight.ru/crypto/articles/shannon/shann__i.htm

AsepuenkoB B.W. Cucrema 3ammtsl HHPOpMAIMK B BEIYIIUX 3apyOeKHBIX CTpaHax.: y4. mocooue /
B.H. Asepuenkos, M.1O. PritoB, I'.B. Konnpamkun, M.B. Pynanosckuil. — 4-¢ u3z., ctepeoTun. —
M.: OJIMHTA, 2016. - 224 C. Pexxum JIoCTyma!
http://biblioclub.ru/index.php?page=book_view_red&book_id=93351

AsepuenkoB B.M. Cmyx6a 3ammtsl nHbOpMAIMK: OpraHU3alus U yIpapjieHue: yd. mocooue / B.M.
Asepuenko, MLIO. PeiToB. — 3-¢ m311., crepeorurt. — M.: ®JIMHTA, 2016. — 186 c. Pexxum noctyna:
http://biblioclub.ru/index.php?page=book_view_red&book_id=93356

AsepuenkoB B.M. Ayaut nHpopManmoHHoi Oe3omacHocTH: y4. mocodue / B.J. ABepueHKoB. —3-¢
W31, CTEPEOTHIL. - M. OJIMHTA, 2016. - 269 C. Pexum  poctyna:
http://biblioclub.ru/index.php?page=book_view red&book id=93245

BeketHoBa, 0.M. MexayHapogHble OCHOBbI M CTaHAAPTbl MHPOPMALMOHHON He3onacHOCTM
dUHAHCOBO-IKOHOMMYECKMX cucTeM : yyebHoe nocobue / HO.M. BeketHoBa, I.0. Kpbinos,
C.N1. NapuoHoBa ; ®unHaHcoBbIM yHMBepcuTeT npu Mpasutenbctee Poccuitickot Pepepauun. -
Mockga : MNpomeTten, 2018. - 173 c. : Tabn. - bBubanorp. B KH. ; To e [INeKTPOoHHbIN pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=494850

3aLWmTa NepcoHasbHbIX AaHHbIX B MHPOPMALIMOHHBIX CUCTEMAX : 1abOPATOPHBIN NPaKTUKYM /
aBT.-cocT. B.W. MeTtpeHKko, N.B. MaHapuua ; MuHucTepcTtBO 06pa3oBaHns U HayKn Poccuickoi
depepaunmn, CeBepo-KaBKasckun peaepanbHbii YHUBEpPcUTET. - CtaBponosb : CKOY, 2018. -
118 c. ; To xe [NEeKTPOHHbIN pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=494823

BypbkoBa, E.B. ®usmuyeckas 3awmta 06beKTOB MHPopmaTM3aumm : yyebHoe nocobue /
E.B. BypbKkoBa ; MUHUCTEpPCTBO 06pa3oBaHuns U Hayku Poccuitickoit ®eaepaummn, OpeHbyprckuii
FocymapcTBeHHbIN YHuBepcuteT, Kadeapa BbIUMCAUTENbHOM TEXHUKM U 3aLWLUTbl MHPOPMaLmu. -
OpeHbypr : OpeHbyprckMi rocyaapcTeeHHbln yHusepcuteT, 2017. - 158 c. : Tabn., cxem. - bnb-
avorp. B KH. - ISBN  978-5-7410-1697-8 ; To e [DNeKTpoHHbI pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=481730

CmupHoB, B.WU. 3awmta nipopmaumun : nabopatopHbii npaktukym / B.1. CMupHoB ; NoBoK-
CKUI1 rocyAapCTBEeHHbIN TEXHONOMMYECKMI YHUBepcuTeT. - Mowkap-Ona : MNITY, 2017. - 67 c. :
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http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g3
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g3
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g3
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/387-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g4
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/387-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g4
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/387-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g4
http://fstec.ru/component/attachments/download/316
http://fstec.ru/normotvorcheskaya/informatsionnye-i-analiticheskie-materialy/1184-informatsionnoe-soobshchenie-fstek-rossii-ot-12-sentyabrya-2016-g-n-240-24-4278
http://fstec.ru/normotvorcheskaya/informatsionnye-i-analiticheskie-materialy/1184-informatsionnoe-soobshchenie-fstek-rossii-ot-12-sentyabrya-2016-g-n-240-24-4278
http://biblioclub.ru/index.php?page=book_view_red&book_id=93260
http://www.biblioclub.ru/index.php?page=book&id=72670
http://www.enlight.ru/crypto/articles/shannon/shann__i.htm
http://biblioclub.ru/index.php?page=book_view_red&book_id=93351
http://biblioclub.ru/index.php?page=book_view_red&book_id=93356
http://biblioclub.ru/index.php?page=book_view_red&book_id=93245
http://biblioclub.ru/index.php?page=book&id=494850
http://biblioclub.ru/index.php?page=book&id=494823
http://biblioclub.ru/index.php?page=book&id=481730

30.

31.

32.

un. - bubnuorp. B KH. - ISBN 978-5-8158-1866-8 ; To e [DneKTpOHHbIN pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=476512

CuHagckuii, Hukonat Uropesmd. YuebHO-MEeTOAMYECKNIA KOMMIEKC AUCUMNANHDBI "3aWwmuTa UH-
dopmaumm B KomnbloTepHbix ceTax" [dnekTpoHHbI pecypc] / H. W. CuHaackuii ; Peaep.
areHTcTBO no obpasoBaHuto, Ypan. roc. yH-T um. A. M. TopbKoro, NOHL| "MHpopmaLmoHHas
6esonacHocTb" [M Ap.]. — dneKTpoH. gaH. (13,3 M6). — EkaTepuHbypr : [6. n.], 2008. Pexxmum
poctyna: http://elar.urfu.ru/handle/10995/1654

laaamakuH, HMKonat AnekcaHapoBsuy. YyuebHO-MeTogMuYecknin Komnaeke aucumnamibl "Teo-
peTMYeckne OCHOBbI KOMMblOTEPHOW He3onacHocTU" [IneKTpoHHbIN pecypc] / H. A. Maaama-
KuH ; ®enep. areHTCTBO No obpasoBaHuio, Ypan. roc. yH-T um. A. M. FopbKoro, MOHL, "UHdop-
MaunoHHas 6e3onacHocTb" [M Ap.]. — dneKkTpoH. gaH. (12,8 M6). — EkatepuHbypr : [6. n.],
2008. Pexkum goctyna: http://elar.urfu.ru/handle/10995/1778

BbaknaHoB B. B. BeegeHue B MHPopMaLMOHHYO 6e3onacHocTb. HanpaBneHns nHbopmaumoH-
HOM 3aLWmTbl: Yueb. nocobue // EkaTepunbypr: U3a-8o Ypan. yH-Ta, 2007. 236 c. Pexxum gocrty-
na: http://elar.urfu.ru/bitstream/10995/1357/3/1324427 schoolbook.pdf

9.2.MeTtoanyeckue pa3padoTku

He ucnons3yrorcst

9.3.IlporpammHoe obecrnieyeHne

MaremaTudyecKne MaKkeThl:

Mathcad, marematnueckuii naker MatLab, MS Excel.

Sage - https://ru.wikipedia.org/wiki/Sage http://www.sagemath.org http://www.sagemath.org/ru/
PARI/GP - https://en.wikipedia.org/wiki/PARI/GP https://pari.math.u-bordeaux.fr

OpenSSL - https://www.openssl.org https://ru.wikipedia.org/wiki/OpenSSL

http://gnuwin32.sourceforge.net/packages/openssl.htm

OnepannoHHbIe CHCTEMBbI:
Kali Linux - https://ru.wikipedia.org/wiki/Kali_Linux https://www.kali.org
NST - Network Security Toolkit (NST) is a Linux-based Live DVD/USB

http://www.networksecuritytoolkit.org/nst/index.html
https://en.wikipedia.org/wiki/Network Security Toolkit

Cpena nporpaMMHupOBaHUA:
Python - https://ru.wikipedia.org/wiki/Anaconda_(auctpuoytus_Python)

https://www.anaconda.com/what-is-anaconda/ https://ipython.org/notebook.html

Perl - https://www.cpan.org https://ru.wikipedia.org/wiki/CPAN https://ru.wikipedia.org/wiki/Perl

9.4. ba3bl JaHHBIX, HHPOPMAITMOHHO-CIIPABOYHbIE U TOMCKOBbIE CHCTEMBI

www.consultant.ru — cnpasounas cucmema «Koncynomanm-ITniocy,

WwWw.garant.ru — cnpasounas cucmema «I apanmy,
http://window.edu.ru — eduroe oxkno docmyna k 0b6pazosamenbHbIM pecypcam

9.5.9/1eKTpoHHBbIE 00pa3oBaTe/bHbIE PecypChl

He ucnons3yrores

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHMUME JUCHUIIJINHBI

Caenenusi 00 OCHAIIEHHOCTH TUCIHHUILUIMHBI CTIENUATU3UPOBAHHBIM U J1a00PATOPHBIM
000py10BaHHEM

Yuebuas ayoumopus, ocnawennasn opemexnuxotl (komnviomep, npoeKmop, 3Kpam)
Yuebnwvuii mamepuan 6 anekmponnom uoe
Komnvromepnuiil knacc ons npakmudeckux 3auamutl ¢ 6blxo0om 6 Mnmepnem
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http://biblioclub.ru/index.php?page=book&id=476512
http://elar.urfu.ru/handle/10995/1654
http://elar.urfu.ru/handle/10995/1778
http://elar.urfu.ru/bitstream/10995/1357/3/1324427_schoolbook.pdf
https://ru.wikipedia.org/wiki/Sage
http://www.sagemath.org/
http://www.sagemath.org/ru/
https://en.wikipedia.org/wiki/PARI/GP
https://pari.math.u-bordeaux.fr/
https://www.openssl.org/
https://ru.wikipedia.org/wiki/OpenSSL
http://gnuwin32.sourceforge.net/packages/openssl.htm
https://ru.wikipedia.org/wiki/Kali_Linux
https://www.kali.org/
http://www.networksecuritytoolkit.org/nst/index.html
https://en.wikipedia.org/wiki/Network_Security_Toolkit
https://ru.wikipedia.org/wiki/Anaconda_(дистрибутив_Python
https://www.anaconda.com/what-is-anaconda/
https://ipython.org/notebook.html
https://www.cpan.org/
https://ru.wikipedia.org/wiki/CPAN
https://ru.wikipedia.org/wiki/Perl
http://www.consultant.ru/
http://www.garant.ru/
http://window.edu.ru/
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MNPUJIOKEHHUE 1
K padoyeil mporpaMme M CUHUIIIMHBI

6. IPOLUEAYPbI KOHTPOJIs1 U OHEHMBAHUA PE3YJIBTATOB ObYYEHUSI B
PAMKAX TEKYHIEU U TPOMEXKYTOYHOU ATTECTAIIUU 11O JUCHUIITIMHE

6.1. BecoBoii k03¢puUIIMEHT 3HAYUMOCTH AUCHMIVIMHBI — 1, B TOM uucie, Kod(puumueHT
3HAYMMOCTH KYPCOBBIX PaboT/MPOEKTOB, €CJIH OHHU NpeaycMoTpeHbl —0
6.2.11poueayps! TeKkyuieii 1 NPOMeKYTOUYHOH ATTeCTALMM MO AUCHHUIINHE

1.JIekuun: ko3 (ppuuMeHT 3HAYMMOCTH COBOKYITHBIX Pe3y/IbTATOB JeKIMOHHBIX 3ausiTnii — 0,5

Cpoku — cemecTp, | MakcumMaJbHast
Texkyuias arrecTaums Ha JeKIHAX
yueOHasi HeleJIsl | OlleHKa B fajuiax
1. Ilocewaemocms nexyuil 9,1-17 40
2. Jlomawnss paboma 9, 8-17 60

BecoBoii k03 GUIIHEHT 3HAYHMOCTH Pe3yJIbTATOB TeKYyIllel aTTecTanuu no Jexkuusam — 0,5

IIpome:xxyTOUHAsI aTTECTALMS MO JEKIUIM —OK3AMEH

Becosoii KO3(1)(1)I/[III/IBHT SHAYUMOCTHU pPe3yJabTaTOB l'lpOMB)KyTO‘-lI—[Oﬁ aTrTeCTalmm 1o JeKIuIM —

0,5

2. [IpakTHYecKkne/ceMUHAPCKHUE 3aHATHS: KO3 (PHIMEHT 3HAYMMOCTH COBOKYITHBIX

pe3yJabTaTOB MPAKTHYECKNX/CeMUHAPCKHUX 3ausaTHil — 0,5

Texkymas arrectauusi Ha NPAKTHYECKUX/CeMHHAPCKUX Cpoku — cemectp, | MakcuMaJibHast
3aHATHAX yueOHasi HeeJi1 | OLlEHKA B 0ajiax
1. Akmusenocmo Ha 3aHAMUAX 9,1-17 40
2. Bruy-onpoc 9,1-17 60

BecoBoii k03¢ GuIIHEeHT 3HAYUMOCTH Pe3yJIbTATOB TEKYIeH aTTecTaluu M0 NPAKTHYeCKUM/

CEMHHAPCKHUM 3aHATHSIM— 1

IIpomexxyTOYHas aTTeCTALMSA MO MPAKTHYECKHM/CEMHHAPCKUM 3aHATHSIM— HE NIPEAYCMOTpPEHA
BecoBoii KO3 GUIHEHT 3HAYUMOCTH Pe3yJIbTATOB IPOMEKYTOYHON aTTECTALMHU 110

NPaKTHYECKUM/CeMUHAPCKUM 3aHsaATusiM— 0

3. JlabopaTopHbIe 3aHATHS: KO3 (PUIHMEHT 3HAYUMOCTH COBOKYIIHBIX Pe3y/I1bTaTOB

JadopaTopHbIX 3aHsaTHii —0

Telcymaﬂ aTTeCTaluda Ha naﬁopaTopnmx 3AHATUAX

Cpoxu — cemecTp,
yueOHAas HeJeJis

MakcumaJjabnHas
OlleHKA B 0aJ11ax

He npedycmompeno

BecoBoii k03(ppUIHEHT 3HAYMMOCTH Pe3yJIbTATOB TEKYLIeill aTTeCTAlMH M0 JA00PaTOPHBIM

3apaTuaM 0

HpomemyTquaﬂ aTTeCTalmd 10 naﬁopaToprlM SAHATHAM— HE IIPEAYCMOTPEHO

Becosoii KO3(1)(1)I/[III/IeHT SHAYUMOCTHU PE3yJabTaTOB HpOMBDICYTO‘{HOﬁ aTrecTanmu 1o

JabopaTopHbIM 3aHsaTHAM— 0

6.3. IIpoueaypbl TeKylieid ¥ MPOMEKYTOUYHOM aTTeCTAIIMU KYPCOBOI padoThl/MpoeKTa

Texkymas arrecTanysi BbINOJHEHUSI KYPCOBOii
padoThl/mpoeKTa

Cpoxku — cemecTp,
yueOHAasl HeaeJsst

MakcumajabHas
OIl€HKA B 0a/11aX

He npedycmompeno

BecoBoii K03(p(puueHT TeKylIeH aTTecTallui BbINOJHEHUs1 KYypPCcoBoii padorbl/mpoekTa ()

BecoBoii k03(p(puHEeHT MPOMEKYTOUYHOM aTTeCTAIMU BHINOJHEHUSI KYypPCOBOii

pa6oThl/mpoekTa— 32U ThHI — 0

6.4. KoagpguuueHT 3HAYMMOCTH CEMECTPOBBIX Pe3yIbTATOB OCBOCHHS 1M CHMILIHHbBI

IHopsiakoBbIil HOMeEP cemMecTpa 1Mo y4eOHOMY
IUIAHY, B KOTOPOM OCBaMBAaeTCsl AUCIHUNINHA

Ko3¢ppuuueHT 3HaUMMOCTH Pe3yJbTAaTOB

OCBOCHMSA JUCHUILJIMHBI B CEMECTPE

Cemectp 7

1
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*B ciydae npoBeIeHHs IPOMEXKYTOUHOM aTTeCTAllUK 110 JUCLIMIUIMHE (9K3aMEHa, 3a4€Ta) METOI0M
TECTUPOBAHUS HCIIONIB3YIOTCA OpUIMANIbHO yTBepkaeHHbIe pecypebl: AIIUM YpdVY, CKY I YpdV,
umetroniue cratyc JOP YpdV; ®OI10 (www.damo.pd); MaTepHET-TpeHAKEPHI (WWW.i-exam.ru).

MMPUJIO)KEHHUE 2
K pabo4eii mporpaMmme JUCIHHUNJIMHBI

7. MPOLUEAYPbI OHEHUBAHUSA PE3YJIBTATOB OBYYEHHUSA B PAMKAX HE3ABU-
CHUMOI'O TECTOBOI'O KOHTPOJIA

Jucyunnuna u ee ananoeu, no KOMOPLIM 803MONCHO MECMUPOBAHUE, OMCYMCMBYION HA
caume PII10 http://fepo.i-exam.ru.

Jucyunnuna u ee ananoeu, no KOMOPLIM B03MONCHO MECMUPOBAHUE, OMCYMCMBYION HA
catime Uumepnem-mpenasicepu http://training.i-exam.ru.

Jucyunnuna u ee ananoeu, no KOMOPLIM 803MONCHO MECMUPOBAHUE, OMCYMCMBYION HA
nopmane CMY/[C YpDYV.

B cea3u ¢ omcymemeuem JJucyuniunsl u ee aHano2os, no KOMOPbIM 803MONCHO
mecmuposanue, na caumax ©II10, Unmepuem-mpenasxicepol u nopmanre CMYJ[C YpDY,
mecmuposarue ¢ pamxax HTK ne nposooumcs.
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MMPUJIO’)KEHMUE 3

K padoyeil mporpaMme M CUHUIIIMHBI

8. ®OHJI OLIEHOYHBIX CPEJICTB 115 TPOBEJEHUS TEKYIIEN U
MPOMEXYTOYHOM ATTECTAIIMH MO JUCIHUTIJIMHE

8.1. KPUTEPUU OHEHUBAHUSA PE3YJIbTATOB KOHTPOJIBHO-OHEHOYHbIX ME-
POITPUATHUNA TEKYIIENW U TIPOMEKXYTOYHOM ATTECTAIIUHA MO JUCIHUTILIVHE
B PAMKAX BPC

B pamkxax BPC mnpumeHsaroTcs yTBep)KICHHbIE Ha Kadeape KpUTEPUH OLCHUBaHUS
JOCTUKEHUM CTYIEHTOB I10 KaX/10My KOHTPOJIbHO-OLIEHOYHOMY MeponpusaTuio. Cucrema KpUTepues
OLICHUBAHWs, KaK W IPH MPOBEICHUH MPOMEKYTOYHOM aTTECTAL[MU IO MOJYII0, ONIUPAETCS HAa TPU
YPOBHsI OCBOEHUSI KOMIIOHEHTOB KOMIIETEHIIUI: [IOPOTOBBIM, IIOBBIILIECHHBIN, BBICOKHUH.

KomMmmnoneHTBI IIpu3HAKH YPOBHSI OCBOCHUS KOMIIOHEHTOB KOMIIETEHIMH
KOMIIETeHIU MOPOroBbIi MOBbIIIEHHBIN BbICOKHI1
3nanus CTyaeHT 1eMOHCTpUpPYET Crynent nemoHcTpupyeT | CTyqeHT MOXET
3HaHHE-3HaKOMCTBO, aHAIUTUYECKUE 3HAHUS: CaMOCTOSITEJIBHO
3HAHHUE-KOIMIO: Y3HAET YBEPEHHO BOCIIPOU3BOJUT | U3BJIEKATh HOBbIE 3HAHUS
OOBEKTHI, SIBJICHUS 1 Y TIOHUMAET MOJYYeHHbIE | U3 OKPYXKaIOILEro Mupa,
MOHSATUS, HAXOJUT B HUX 3HaHUS, OTHOCUT UX K TOW | TBOPUECKHU UX
pa3nuyus, IposBISET WM UHOM HCIIOJIb30BaTh JJIs
3HaHUE UCTOYHUKOB KJ1acCU(UKAIIMOHHON MIPUHSATUS PELICHUN B
MOJTy4YeHUs] THPOpMaIH, TpYIIE, CAMOCTOSITEIBHO | HOBBIX U HECTAHJAPTHBIX
MO’KET OCYILECTBIATh CUCTEMATU3UPYET UX, CUTYaIHSIX.
CaMOCTOSITEIbHO yCTaHaBIIMBAET
PENpPOIYKTUBHBIE ACHCTBUS | B3AUMOCBSI3H MEXIY
HaJl 3HAaHUSIMH ITyTEM HUMHU, IPOTYKTUBHO
CaMOCTOSITEILHOIO MPUMEHSET B 3HAKOMBIX
BOCIIPOM3BEICHUS U CUTYaIUsIX.
IPUMEHEHUs WH(OPMAIIUH.
Ymenus Crynent ymeer koppektHo | CTyneHT ymeer CryneHT ymeer

BBINIOJIHATH MPEJNUCAHHBIE | CAMOCTOSATEIbHO CaMOCTOSITENIBHO
JEUCTBHSI TI0O UHCTPYKITUH, BBITIOJIHSTH ICUCTBUS BBITIOJIHSTH ICUCTBHS,
AJITOPUTMY B HU3BECTHOM (mpuemsl, oneparyu) mno CBSI3aHHBIE C PEIICHUEM
CUTYalliU, CAMOCTOSATEIBHO | PELICHUIO HECTAHJAPTHBIX | UCCIIEI0BATEIbCKUX
BBITIOJIHAET JIEUCTBUS 11O 3a/1a4, TPeOyIOImuUX 3a/1a4, JEMOHCTPUPYET
PEILICHUIO TUIIOBBIX 33/a4, | BbIOOpa Ha OCHOBE TBOPYECKOE
TpeOyromux BeIOOpa u3 KOMOMHAIIMM W3BECTHBIX | UCTOJb30BAaHUE YMEHUI
4yCia U3BECTHBIX METOJIOB, | METOJIOB, B (TexHoyOTNiN)
B IIPEJICKA3yeMO HENpeICKa3yeMo
W3MEHSIIOIICHCS CUTYalluu M3MEHSIIOIIEICS] CUTYyalluu

JIuunocTHble | CTYAEHT UMEET HU3ZKYIO CryneHt umeer CtyneHTt umeer

KayecTBa MOTHBAIIHIO YI€OHOM BBIPAKCHHYIO MOTHBALMIO | Pa3BUTYIO MOTHBALUIO

NESTEITLHOCTH, TIPOSIBIISICT
0e3pasnuvHoe,
0€30TBETCTBEHHOE
OTHOIIIEHHUE K yuebe,
MOPYYCHHOMY JIEITY

y4eOHOM e TeTBHOCTH,
JEMOHCTPUPYET
MO3UTHBHOE OTHOIIICHHUE K
o0yueHUI0 U Oymymiei
TPYIOBO# JESITEIbHOCTH,
MMPOSABIACT aKTUBHOCTD.

y4eOHOH U TPYAOBOM
NeATEeNbHOCTH,
MIPOSIBIISIET
HACTOWMYHUBOCTH U
YBJICUEHHOCTb,
TpyAoaooue,
CaMOCTOSITEIbHOCTb,
TBOPYECKUHI NOAXOJ.
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8.2. KPUTEPUU OLIEHUBAHUS PE3YJIBTATOB MPOMEXYTOUYHOMN ATTECTALIUU
IMPU UCITIOJIB3OBAHUU HE3ABUCHUMOI'O TECTOBOI'O KOHTPOJIA

[Ipu mpoBeneHUM HE3aBUCUMOIO TECTOBOIO KOHTPOJIA Kak (OpPMBI MPOMENKYTOUHON
aTTeCTallud NPUMEHSETCs METOJUKA OLEHMBAHUS DPE3yJIbTaTOB, MpeajaraeMas pa3padoTUMKaMu
TecToB. [IpolleHTHBIE TOKa3aTeN Pe3yabTaTOB HE3aBUCHUMOI'O TECTOBOIO KOHTPOJISL TMEPEBOASTCS B
0asutbl MpoMexxyTouHoM aTTectanuu no 100-6amnbHoi mkane B BPC:

— B ciydae OaJUTbHOW OIEHKH MO TecTy (OJI0KaM, 4acTsM TecTa) MePEeBOJUTCS MPOICHT HAaOpaHHBIX
0aJuIoB OT OOIETO YKCIia BO3MOXKHBIX 0aJUTOB IO TECTY;

— P OTCYTCTBUU OAJUTLHOMN OLIEHKH I10 TECTY MEPEeBOIUTCS MPOIEHT BEPHO BHITIOJHEHHBIX 3a7a-
HUH TecTa, OT OOIIEeTo YnciIa 3a/1aHui.

8.3. OLIEHOYHBIE CPEJICTBA JIJISI TIPOBEJEHUSA TEKYIIEN
U IIPOMEXYTOYHOM ATTECTAILIUA

8.3.1. IpumepHble 3aAaHuA AJ5 NPOBeJAeHUS] MUHI-KOHTPOJIBHBIX B pAMKAX y4eOHbIX 3aH -

THI

He npenycmotrpeno

8.3.2. [IpumepHbIe KOHTPOJILHBIE 32124 B PaMKaxX y4eOHbIX 3aHATHIA

He npenycmotrpeno

8.3.3. [IpumepHbIe KOHTPOJbHbIE KEHCHI

He npenycmorpeno

8.3.4. [lepeyeHb MPUMEPHBIX BOMPOCOB /ISl 3aUeTa

He npenycmotrpeno

8.3.5. IlepeyeHb NPUMEPHBIX BONPOCOB IS IK3aMeHa

Konuenmus nHpopmanmoHHoi 6e301macHOCTH.

Bugsl yrpo3. BHyTpeHHMe 1 BHELTHHE UCTOYHUKHU YIPO3.

Oprann3anroHHO-TIPaBOBOE oOecredeHne nHPOPMAIIMOHHOH 0€30TacHOCTH.

VYrpo3bl B UHOOPMAIIMOHHBIX CUCTEMAX.

Crtoco0b1 321U Thl HHOOPMAITUH.

CpenctBa 3auThl HTHOOPMAIUH.

KomnbroTepHbie BUPYCHI M aHTUBUPYCHBIE TIPOTPAMMBI.

I'ocynapcTBeHHBIE CTaHIAPTHI 10 HHPOPMALIMOHHOM 0€30MaCHOCTH.

[Tonsitne mHbOpPMAIIMOHHONW O€30MaCHOCTH. YTpo3bl. MexaHuszmbl aHanu3a yrpos. MHcTpy-
MEHTapHH MOCTPOSHUSI pyOekKeil.

. OcHoBsl kpuntorpaduu. lllnudposanue u kogupoBanue. OOIIME MIPUHIMITBI K MOAEIIH.

. 3amuTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYIIA.

. IIpocteie mmdpsl. udp npocroii 3amensl. Hludp Lesapsa (mudp casura, kox Lezaps,

casur Llezaps).

13. Iudp BepTUKAILHOM ITEPECTAHOBKH (TICPEeCTaHOBOYHBIN mHUdp, mMUpporpaMma Imo BepTHKa-
JISIM).

14. TammupoBaHue (METOJI CHMMETPUYHOTO MMU(POBAHNSA).

15. Metozs! pactumdpoBku 3amudpoBaHHoi nHpopMmaru. OCHOBHBIE CIIOCOOBI KPUIITOAHAIN3A
MIPOCTHIX MHU(POB.

16. OcHoBHBIE METO/IbI KPUIITOAHAIN3A. ATaKa Ha OCHOBE IMIU(POTEKCTA, OTKPHITHIX TEKCTOB U
COOTBETCTBYIOUIMX IN(POTEKCTOB, IOA0OPAHHOIO OTKPBITOIO TEKCTA, aJalTUBHO 11010~
OpaHHOI'O OTKPBITOIO TEKCTA.

17. lononHUTEIBHBIE METO/IBI KPUIITOAHAIM3A. ATaKa Ha OCHOBE 110J0OPaHHOr0 IH(PPOTEKCTa,
1o J00paHHOTO KITt04a. BaHIUTCKUI KpUNTOaHAIN3

18. CummeTrpuunbie kpuntocuctembl. Cxema, ceth Deiictrens (Horst Feistel, Feistel network,
Feistel cipher). Cranmaptsl 01049HOTO mudposanus. Oenepanbueiii crangapt DES.

©CoNo~WNE
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19. Cummetpuunbie kpunTocucteMbl. Anroput™ mmdpposanust 'OCT 28147-89 (Marma), TOCT
P 34.12-2015 (Ky3Heuuk). pexkxuMbl HIM(PPOBAHNS U TaMMHUPOBAHUS.

20. CuMMeTpHYHBIC KPUIITOCKCTEMBI. Aroput™ OsouHoro mmdposanus Rijndael - Advanced
Encryption Standard (AES).

21. Araku Ha Gmounbie mmdpsl. Juddepenmmansaeii kpunroananus. Auddepennmanbapiii
KPHUITOAHAJIN3 Ha OCHOBE OTKAa30B YCTPOHCTBA.

22. Ataku Ha 6ounsie mmdpsl. JIuHeiinbni kpunroananu3. CHiioBas aTaka Ha OCHOBE pacIpe/e-
JICHHBIX BBIYMCIICHUH.

23. Tlotounsle mudpel. PerucTprl caBura ¢ 00paTHOM CBA3BI0. AJTOPUTM NOTOYHOTO MHU(pPOBa-
uust RC4 (Rivest cipher 4, Ron’s code; ARC4, ARCFOUR).

24. OcHOBHBIE TeOpeMBI TeopHH dncel. [IpoBepka uncia Ha mpocToTy. DPPEKTUBHBIE alITOPUT-
MBI BO3BE/ICHUS B CTEIICHb.

25. Kpunrocucrema RSA (Rivest-Shamir-Adleman — kpunrorpadu4eckuii airOPUTM € OTKPbI-
TBIM KJII04OM). YcTpoiictBo RSA. DddextuBHoCcTh peanuzanuu. Kpunrocroiikocts RSA.

26. Araku Ha kpunrocucteMy RSA. Ataka Ha 0OCHOBE BRIOpaHHOTO MHU(pP TeKCTa. ATaka Ha OC-
HoBe oOmiero RSA monysns. PackpsiTie Manoro nokasaresns mu@poBaHus.

27. Kpunrrocuctema Dnb-I"amanst (Elgamal). Berancinenne u mposepka noanucu. Llndposanue n
nemudpoBanue. IHHEKTUBHOCTH peasln3alium.

28. MeTop 3KCITOHEHITMATIBHOTO KiTtoueBoro oomeHa Judpu-Xenmana. [IpoTokon Kiro4eBoro
oOMeHa 1711 HECKOJIBKHX Y4aCTHHKOB.

29. Xem-¢pyukuuu. [lonsarue xem-gyHkiun. OCHOBHBIE CBOMCTBA OJTHOCTOPOHHUX ()YHKIIUH.
MD4 (Message Digest 4), RFC 1186 (The MD4 Message Digest Algorithm).

30. udposas noanuce. [lorstue mudporoit moanucu. OCHOBHBIC PUHIIAITBI U OTIUYHUS OT pe-
anpHOI moanucu. AnroputMsl udposoit moxnucu - TOCT P 34.10-2012. DSS (Digital
Signature Standard).

31. 3akoH 00 31eKTpOHHOU ITU(POBOH moanucH B Poccuu. Y 10cTOBEpSIIOIIHE IEHTPHI.

32. I[IpoTokoibl reHepanuu kiouei. Ciryqaitabie Kiro4n. [IpoToKoIbI pacnpeaeneHus Kiode.

33. Paznenenue cexpera. Cxema pasznenenus cekpera Lllamupa.

34. [IpuMeHeHne TOMeX0YCTOMYMBBIX KOJI0B B Kpuntorpaduu. HeaBonyHble UKINYECKHUE KOJIBI
Puna-Comnomona(Reed—Solomon codes).

35. Bepudumupyemoe pazaeiacHue ceKpeTa.

36. «llapaasi» ¢ BpemenubiM 3amkoM (Time-lock puzzles and timed-release Crypto). IToctpoe-
HUE «I1apajy ¢ BpeMEeHHbIM 3aMKoM. Pemenue «llapaabi»

37. KBanroBas kpuntorpadus - OCHOBaHHAsI Ha MPUHITUITIAX KBAHTOBOW (pr3mku. KBaHTOBBIN
MIPOTOKOJ pacipeaeneHus Kirouei. Pactipenenenue kioyeil B ONTHYECKUX CETIX.

38. Kpunrorpaduieckre npoTOKOJIBL: 00ECTIEYeHHE PA3INYHBIX PEKUMOB ayTEHTU(DHUKAIIH; T'e-
Hepalus, pacrpeesieHue U CoriacoBaHne KpUNTorpahpuueckux KIroveii; 3aiuTa B3auMo-
JeMCTBUI Y9aCTHHKOB; pa3/ieJIeHHe OTBETCTBEHHOCTH MEX/TY YIaCTHHKAMH.

39. JlokazaTenbCcTBO MPUHAICKHOCTH (Zero-knowledge proof). [lokazaTenbcTBO Mpu OTKa3€ OT-
npasuTess. Jloka3aTeabCTBO MIPU OTKA3€ MOIydaTes.

40. HopmaTuBHO-TIpaBOBOE 0OecrieueHrne nHGpOpMaIrmoHHOW 0€30IMacHOCTH.

41. Knaccudukanus cekpetrHoit nunpopmanuu B Poccun. CayxebHast, KoMMepueckasi U rocyaap-
CTBEHHAs TAHBI.

42. 3axonbl PO: «MHbopManny, nHPOpMATH3AIUHU U 3aIUTE HHPOPMAITUNY; 3aKOH O TepCco-
HAJIBHBIX JAHHBIX; ...

43. Crangaptel Ub: ISO/IEC 15408; pykooasmue gokymeHTel ®CTOK; OpamkeBas KHUTA
(Kpurepuu onpenenenust 6€30MacHOCTH KOMITBIOTEpHBIX cucteM - Trusted Computer System
Evaluation Criteria; PagyxHas cepus).

44 Tlonutuka 6€301macHOCTH. Y pOBEHb rapanTupoBaHHoCTH. Kiaccrl 6e3onacHoctu. besonac-
HOCTb pacnpenesieHHbIX cucteM. Pexkomennamnuu X.800.

45. Ponu 1 OTBETCTBEHHOCTH CYOBEKTOB MHPOPMALIMOHHOTO IPOCTpaHcTBa. [IpuHIun pacmpee-
JICHUS] OTBETCTBEHHOCTU. MaTpulia pactpeieieHus JOCTYIa JUisl COTPYIHUKOB OpraHU3alliu.
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46. IlonsiTre ynpaBieHus puckamu. KadyecTBeHHBIE M KOJIMYECTBEHHBIE METOIUKH OLIEHKU pHUC-
koB. KonnuectBennast mozens puckoB QRM (Quantitative Risk Model). Ouenku mo kondu-
JCHIINATBHOCTH MH(POPMAITUH.

47. [lonutuka nHpopMannoHHoOH 6e3omacHocTh. Llenu u 3amaun opranuzanuu. Bzaumoaeiicteue
Mexay cyobektamu. [IpaBuiia 6e3onacHoOCTH.

48. [MonuTuka nHGOPMAIIMOHHON OE30MACHOCTH ISl IOKAJIbHOW BBIUMCIUTEIHLHON CETH.

8.3.6. Pecypcrl AIIUM Yp®@Y, CKY/| Yp®Y aJisi NpoBeeHHsI TECTOBOI0 KOHTPOJISI B paMKax
TeKyllel U MPOMEe:KYTOUHOH aTTeCTALMH

He ucnons3yrorcs

8.3.7. Pecypcobl @II1O aJis1 npoBeieHUsT HE3ABHCHMOI0 TECTOBOI0 KOHTPOJISA

He ucnons3yrorcs

8.3.8. UnTepHeT-TpeHa:Kephl

He ucnons3yrorcs
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